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MRN: 12 TRIPOLI 890
Date/DTG: Jul 08, 2012/ 051318Z JUL 12
From: AMEMBASSY TRIPOLI
Action: WASHDC, SECSTATERoUTINE
EO: 13528
TAGS: ASEC. AMGT, MARR, LY
Captions: SENSITIVE
Reference: A) 12 TRIPOLI 582 - INTERIOR MINISTER DISCUSSES BILATERAL RELATIONSHIP AND

SECURITY CONCERNS

B) 12 TRIPOLI 622 ? LIBYA'S FRAGILE SECURITY DETERIORATES
C) 12 TRIPOLI 586 7 TRIPOLI - EAC - 06/20/2042

D} 12 TRIPOLI 37 ? TRIPOLI EAC

E) 12 TRIPOLI 512 ? TRIPOLI EAC

F) 12 TRIPOLI 35 ? TRIPOLI EAC

G) 12 TRIPOLI 504 - MISSION LIBYA- UPDATED TRIPWIRES

Subject: TRIPOLI - Request for extension of TDY security personnal

1. (SBU) Summary and Action Request: Embassy Tripoli requests continued TDY security support for an
additional 60-days, through mid-September 2012. Post assesses 2 minimum of 13 TDY U.S. security personnel,
either DS MSD, domestically assigned HT trained DS agents, DS SPS, or DOD/SST personnel or a combination of
these personnel, are required to maintain current transportation security and incident response ca pability while
we transition to a locally based security support structure. Post also requests continued TDY support of 2 DS
agents until the RSO reaches a planned full-time staifing level of five (5) agents. These TDY security needs do not
include MSD security personnel involved exclusively in training the local guard force (LGF) and LES close
protection team/bodyguards. Post understands and appreciates ongoing efforts by DS to identify and deploy
TDY resources to meet our security needs during the next 60-90 days. £nd summary and action request.

2. (SBU) Conditions in Libya have not met prior benchmarks established by Post, the Department, and AFRICOM,
for a complete drawdown of TDY security personnel. Overall security conditions continue to be unpredictable,
with large numbers of armed groups and individuals not under control of the central government, and frequent
clashes in Tripoli and other major population centers. National parliamentary elections have been delayed from
6/19 to 7/7, with post expecting an increased likelihood of election related political violence du ring and after the
election period.

3. (SBU) While post has made a number of procedural security enhancement and physical security upgrades, our
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4. (SBU} Under current arrang nts, y

TDY, 1 RS0, 2 ARSTs, and 3 TDY ARSC:} will draw down to twenty-sav j 2l o 13, ¢
08/05, post will reduce U.S. security personnel to 4 MSD trair ers, 1 RSO, 2 ARSOs, and 3 TDY ARSOs), with a
urther reduction to seven U.S. security personnel on 08/12, which includas four {4} MSD trainers not gznerally

vy =h

=

upporting transportation security, VIP visits, or RSO programs.

5. {SBU} As the Regional Security Office seeks to transition from emergency to normalized security oparations,
the continued presence of TDY security personne! is essential to support our daily movement and the continuing
high volume of senior-leval visits, provide static security in the absence of an appropriate host nation security
presence, and assist our Mobile Security Detachment (MSD) colleagues in the training of our newly hired LGF
members and locally engaged bodyguard force. SST's deployment has been critical to our ability to navigate the
transition to @ more locally-based security team while continuing to support a high-volume of VIP visits and
expand our U.S. Diract Hire (USDH) staff (reftels A-G). Post anticipates supporting operations in Benghazi with at
least one permanently assigned RSO employee from Tripoli, however, would request continued TDY support to
fill 2 minimum of 3 security positions in Benghazi.

6. {SBU) With the receipt of firearms permits for 11-members of Post's LES close protection team, RSO
anticipates limited deployment of team members to support Ambassador, DCM, and QRF details. However, this
deployment will continue to require U.S. security personnel support and leadership until the close protection
team (CPT) is fully staffed with 24 members. A second group of 5 members of LES CPT members complete MSD
led initial training on 7/18 and could be fully deployed once firearms permits have been received from the
Ministry of Interior. Permits for the first 11 LES close protaction team members took more than 2 months and
required Ambassadorial intervention with the Minister of Interior. While post anticipates a quicker response
with this next round of permits, recruitment efforts of qualified applicants for the remaining CPT positions

remains slow. As of 7/5, Post has identified only 2 of the remaining 8 candidates for the 3 and final MSD led
training course for new LES CPT.

7.(SBU) RSO and Post continue to engage host nation and is in the process of constructing and refurbishing
climate controlled guard booths at the temporary Embassy and Residential Villes compound as part of a plan to
entice Ministry of Interior security support. Additicnally, RSO has had initial discussions with Ministry of Interior
police leadership, who expressed interest in signing a MOU for stipends to support a sustained presence of Mol
officers at the aforementioned properties. However, despite assurances of support from throughout the Mol, to
include from the Minister directly, the reality is that the Gol remains extremely limited in its ability to sustain a
security support presence at USG compounds {REFTEL B).

8. (SBU) RSO and Post will continue to examine ways to augment the internal defense and static security profile
at USG compounds in Libya, to include consideration of a partial arming of supervisory personnel in the LGF.
Post anticipates that full implementation of armed supervisor LGF members could take up to 60 days for
selection, training, equipping, policy approvals and deployment. Given the Gol’s traditional sensitivities
regarding armed security personnel, Post does not recommend deployment of either an armed LGF or CPT
element without notification to and licensing from the Gol.
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