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Mission Statement for
Consumer Protection Working Group of the
Financial Fraud Enforcement Task Force

Co-Chairs: Andre Birotte, United States Attorney, CDCA
Tony West, Assistant Attorney General, Civil Division, DOJ
Richard Cordray, Nominee for Director, Consumer Financial
Protection Bureau
David Vladeck, Director, Bureau of Consumer Protection, FTC
Lanny Breuer, Assistant Attorney General, Criminal Division, DOJ

Members: EOUSA, FBI, OCC, USPIS, FDIC, FRB, FinCEN, Treasury,
DOEdJ-OIG, USTP, IRS-CI, NAAG (AG Roy Cooper--NC) and
Greg Zoeller--IN), NACHA, and [USSS, NCUA--waiting for
confirmation]

Working Group's

Purpose and Priorities: The Consumer Protection Working Group will fill a void of
financial fraud cases not currently addressed by the Task Force.
Financial fraud targeting consumers can cause billions of dollars in
losses, financially cripple some of our most vulnerable consumers,
wreak havoc on our economy, and, in some instances, threaten the
safety and soundness of financial institutions. In an effort to
address this burgeoning problem, this new Working Group will
examine a wide variety of areas where consumers may be
vulnerable to fraud. Those may include: identity theft, third-party
payment processors and other payment fraud, student-consumer
fraud, cramming, business opportunity schemes, data privacy,
payday lending, counterfeiting, and schemes targeting
servicemembers and their families.

Proposed Activities: Enhance civil and criminal enforcement of consumer fraud through
increased information-sharing among law enforcement and member
agencies (including use of FBI's LEO system, the FTC’s Consumer
Sentinel Network system, and others); training and coordination
among state and federal law enforcement, including creation and
dissemination of a “best practices” tool-kit for DOJ and state AG’s
offices; and identification of legislative, regulatory, and policy
initiatives.

Prevent fraud through public outreach and education, including
articles, blogs, webinars, conferences, and media engagement.
Plan and execute national operations targeting specific types of
consumer fraud, similar to the Mortgage Fraud Working Group’s
current initiative focused on foreclosure rescue scams.
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From: Goldberg, Richard

Sent: Wednesday, May 23, 2012 12:49 PM

To: Soneji, Sabita J. (CIV); Bresnick, Michael J (ODAG) (JMD); Frimpong, Maame Ewusi-
Mensah (CIV); Blume, Michael S.

Subject: RE: CPWG Update

Good afternoon. | spoke with Harris, who is checking into whether he can attend. He does not know whether FTC will
pay for him to travel for the meeting and, in the alternative, he is checking to see if a past CLU chief or someone else can
address his topic.

Re: my payment processor piece, | was anticipating a discussion of:

1) Cramming
a. Progress on the cramming front re: voluntary compliance,
b. FTC’s case against BSG,
2) Targeting of third party payment processors,
a. Reminder: these entities process victim payments through ACH, third party checks, credit
cards, etc., despite notice of fraud,
b. We are collecting a critical mass of agents and prosecutors to work cases,
c. We are collecting cases with meat on the bones to handle/refer,
3) Money Service Businesses (“MSBs”)
a. Western Union, MoneyGram, Green Dot, and others are facilitating fraud by transmitting victim
funds to offenders,
MoneyGram is now under FTC order,
There are isolated incidences of corrupt outlets set up to process payments,
MSBs have information that may be helpful to law enforcement, including ID of recipient,
MSB complaint data coming into Sentinel,
MSBs may be willing to limit funds transmitted to certain countries based upon fraud
emanating therefrom.

"m0 ooo

| have a call into Lois and will ask her if she’d like to put someone up to discuss any one of these topics, including FTC’s
BSG case or MSBs. Please let me know if these topics are what everyone has in mind. Thanks.

From: Soneji, Sabita J. (CIV)

Sent: Wednesday, May 23, 2012 12:17 PM

To: Bresnick, Michael J (ODAG) (JMD); Frimpong, Maame Ewusi-Mensah (CIV); Blume, Michael S.; Goldberg, Richard
Subject: CPWG Update

Hello CPWG Team —
Just wanted to let you know where things stand on the agenda. | think we are in good shape, but we may need a little
more prodding in the coming days to make this come together.

Here are the leads for each part of the meeting:

1:00-1:05pm: Welcome and Introductory Remarks

1:05-1:50pm: Short Term Priorities and Deliverables Discussion
1
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ird-Party Payment Processors [

7]
e Payday Lending

e Fraud on Servicemembers [

1:50-2:10pm: Outreach Initiatives

e Co-Chair Andre Birotte to discuss recent consumer protection summit in Los Angeles

e FTC to discuss upcoming Common Ground Conference in Chicago [

e USTP to discuss upcoming consumer protection event in Chicago

2:10-2:20pm: Open Discussion/Next Steps

Meeting with Consumer Advocates

2:30-3:00pm: Consumer Advocate Presentation: Payday Lending

Let me know if we have the right point people on these and if you have any additional suggestions.
Thanks!
Sabita
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.0, Box 900001 MORTGAGE STATEMENT

Raleigh, NC 27675-5001

Customer Service Fax; 1-866-250-3862
Customer Service Depl.: -866-842-8405

ACCOUNT INFORMATION: /
Statement Date: 10/05/06
" Loan Number:
" Inferest Rate: 5.9900
NEXT PAYMENT DUE DATE: 11/01/06
Current Payment: $949.28
* Past Due Payment(s):
Unpaid Late Charges:
. Other Charges:
Philadelphia PA 19144-3725 };g;z“;, 20“‘0‘;"? DUE: T
hstthbssssthbubbdatdussbl bbbl or Sorston i

Property Address:
PHILADELPHIA PA 19144 ‘ v
| Activity Since Your Last Statement: - e
Dats Desoription Principal . interest Escrow Late Other Total
,,,,,,,,,,,,,, Charge .
08/01 | Paymant | $175.59 $764.69 - $9.00 $949.28
09/t | Paymaent $176.48 $78382{ ' $8.00 $540.28
1002 | Payment : $177.35 $762.93 ' $0.00 $340.28
Account Summary:
. Loan Balance® interest Paid Escrow Balance Taxes Paid
ﬁgs of 10/05/06 Year to Date As of 10/05/08 Year to Date

2
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Yendors

PPC Danald Hellinger

PRC { Operating Michael Weisberg

} : Booount | darmiPearlman
i 3 g Michelle O'Keefe Quigley
Qg;mm%my i L MoreThon Ronald Hellinger

Accounts |\ $0Miten /[ RopetDeboyece

| Aprl U - Peb'le f | | Telemarketers
unsigned bank draft ] 5447 Wil j
created by PPC 5143 Million
using victim's bank
information
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Lot C
Nﬁani— o
Merchant Underwriting Worksheset fgii (e
Merehant Name: mm Tax il 27 R Date: 427/2010
Primary Address: —Fw nston, WY 82930 # Qf Locations: 1

i Underwriiing Information § v 50-day A
& Volume Month 1 S825 400,840 /-7- 8 Volume Month 22 8£523,000.00
3 Heturns Month Lo S362:250,00 i ARG S 5 Heturns Month % $362,250.00 $59.00% 638.60%
. ‘\//"’"
oo - ¥ v T Y N .
S5, 28044 0% § Unati'd r«‘ionth % >G C’) 1.060%
# Volume ¥Month L 12,000 # Vohune Mo 1&1 2 .._.OOO
# Returns Month 1 R.400 ; , # Returns Month 2 3,000 G6.67% 86.87%
. N i ’ »
# Unatl'd Month 1t 180 1.00% # Unath'd Moath 2: 126 1.00% 1.854%
! Transsotion information | Depasti Belorees:
Hold Peried: 2
Teans Q\LLUJ_{""
[ Bxpocted Volumes: 2000 52000 ] Avg DDA Balance: 832,200
(didﬂomo Sades by 30 less roturng)
Mintmum Heserve Sand: S
Por Item Limis %50 Total Deposit Amount: $32,200
g
Diaily § Volume Limiu $17.800 Transastion Pee: 0458
Honthly 3 Volume Limit: £325,000 Retarn Fees §1.006
Settlement Haold Days: { Unewthoerized Fee: B2.00
Rewenoe:
Reserve Reguirved: Gl Total Transaction Devenne: 93,064
{Ave Mo Tran * Trans Feed
Reserve Calulation: | Total Monthl Deposit Revenuee: 581
(Tou Dap Amt ® 9.25% Annual)
§] Retuarn Revenue: $£8,240
Total Monthly Revenue; $11,831

PToint Anmial Revenue:

G
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)
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To

*
'

NG 71 087232005 06:35 PM cc

TR TR Subjoct Guardian Markating # 2000027007068

Tom,

8ob, Tim & { need to hudd It is @ Business Sanmag account, ithas
been acnvely ing epo balance »f $743,000+ in the amum.

i Bus, Bk

The account came to us from

! Moreovert, the drafts that are being deposited and are dxargmg back, are not $99.99; these
tems are all over the place in terms of their amount. Moreover, thera is another account, Suntasia,
R2000027027721. Same address, same prncipals, $ from the Guardian acct is vranslored 10 Suntasia
and then tha $ is wired out to Bank of America {funny, | thought i sald they wara leaving BofAatthe
beginning of this note, didn't 1727). g : 2
and | really need 10 talk 0 you on tomo

Thanks,

L0838 Manaqement
954.788-'

8
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From: Delery, Stuart F. (CIV)

Sent: Wednesday, October 17, 2012 6:03 PM

To: Bresnick, Michael J (ODAG) (JMD); Olin, Jonathan F. (CIV); Blume, Michael S.; Goldberg,
Richard

Subject: RE: payment processors

Follow Up Flag: Follow up

Flag Status: Completed

Thanks, Mike.

From: Bresnick, Michael J (ODAG) (JMD)

Sent: Wednesday, October 17, 2012 5:28 PM

To: Delery, Stuart F. (CIV); Olin, Jonathan F. (CIV); Blume, Michael S.; Goldberg, Richard
Subject: payment processors

Stuart,

I understand that you're going to the Philly USAO next week. I wanted to let you know about a
great case that Joel Sweet, an AUSA in the Civil Division there, is close to resolving. It involves
the expected filing of FIRREA charges, with a related consent decree, against the First Bank of
Delaware, resulting from the bank’s business relationship with several unscrupulous third party
payment processors. The $15M penalty, I understand, is one of the largest ever to be paid under
FIRREA. Joel, who also criminally prosecuted several individuals associated with a fraudulent
payment processor earlier this year and was involved in the DPA against Wachovia (which
agreed to pay $160M for, among other things, failing to have proper AML procedures to guard
against fraudulent processors), is somewhat of an expert in the area. He also has spoken to Mike
Blume, Rich Goldberg, and me about possibly coordinating an effort to investigate more banks
for potential FIRREA violations resulting from their relationships with processors. Since this is a
priority of the Consumer Protection Working Group, I thought you might be interested in
knowing about it. Please let me know if you have any questions.

Thanks,
Mike

HOGR-3PPP000012



From: Olin, Jonathan F. (CIV)

Sent: Wednesday, October 17, 2012 6:51 PM
To: Bresnick, Michael J (ODAG) (JMD)
Subject: RE: payment processors

Thanks Mike. Can | give you a call tomorrow afternoon?

From: Bresnick, Michael J (ODAG) (JMD)

Sent: Wednesday, October 17, 2012 5:28 PM

To: Delery, Stuart F. (CIV); Olin, Jonathan F. (CIV); Blume, Michael S.; Goldberg, Richard
Subject: payment processors

Stuart,

I understand that you're going to the Philly USAO next week. I wanted to let you know about a
great case that Joel Sweet, an AUSA in the Civil Division there, is close to resolving. It involves
the expected filing of FIRREA charges, with a related consent decree, against the First Bank of
Delaware, resulting from the bank’s business relationship with several unscrupulous third party
payment processors. The $15M penalty, I understand, is one of the largest ever to be paid under
FIRREA. Joel, who also criminally prosecuted several individuals associated with a fraudulent
payment processor earlier this year and was involved in the DPA against Wachovia (which
agreed to pay $160M for, among other things, failing to have proper AML procedures to guard
against fraudulent processors), is somewhat of an expert in the area. He also has spoken to Mike
Blume, Rich Goldberg, and me about possibly coordinating an effort to investigate more banks
for potential FIRREA violations resulting from their relationships with processors. Since this is a
priority of the Consumer Protection Working Group, I thought you might be interested in
knowing about it. Please let me know if you have any questions.

Thanks,
Mike

HOGR-3PPP000013



From: Frimpong, Maame Ewusi-Mensah (CIV)

Sent: Monday, November 05, 2012 4:09 PM
To: Delery, Stuart F. (CIV)

Cc: Olin, Jonathan F. (CIV)

Subject: Proposal for Detail

Attachments: Operation Choke Point (2).pdf.pdf

Hi Stuart —

| understand you have already spoken to Joel Sweet about his proposal to be detailed to the Consumer Protection
Branch to bring a number of actions concerning third-party payment processors. Please see his proposal attached. (I
have also sent it up for approval through the normal process with a cover from Mike through me.)

| (and Mike) are happy to discuss at your convenience. Given the importance of the third-party payment processors
work to much of what we do at the Consumer Protection Branch, given that it is one of the high-priority areas of the
CPWG, and given the great experiences we have had working with Joel in this area, | wholeheartedly support the
proposal. Thank you for considering it.

Regards,
Maame

Maame Ewusi-Mensah Frimpong

Deputy Assistant Attorney General, Consumer Protection Branch
Civel Divesion

United States Department of Justuce

950 Pennsylvania Avenue, NW

Room No. 3129
Washineton, DC 20530

HOGR-3PPP000014
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U.S. Department of Justice

Civil Division

Washington, DC 20530

NOV 2 Ui
MEMORANDUM

TO: Stuart F. Delery
Acting Assistant Attorney General
Civil Division

THROUGH: Maame Ewusi-Mensah Frimpong

Deputy Assistant Attorney General M
Civil Division W i

FROM: Michael S. Blume ﬂ/_
' Director
Consumer Protection Branch

SUBJECT:  Proposed Detail of Assistant United States Attorney Joel Sweet, of the
Eastern District of Pennsylvania, to the Consumer Protection Branch

Attached is a thoughtful proposal from Assistant United States Aftorney Joel Sweet, of
the Eastern District of Pennsylvania, for a detail to the Consumer Protection Branch.
Joel’s proposal, which speaks for itself, would create an opportunity for the Branch to
initiate cases involving banks that enable payment processors and their merchant clients
to facilitate fraudulent transactions. The proposal offers important advantages to the
Branch, including: (1) a focused, singular attention on an important area of enforcement
in its germinal stages; (2) building capacity within the Branch to expand our reach into
financial fraud; and (3) strengthening the Branch’s relationship with banking regulators
and other agencies that address financial fraud.

I have worked with Joel on payment processing cases. So, too, has Assistant Director
Richard Goldberg. Joel is an expert in the field, one of the few (if the only) such experts

in the Uniied States Attorney community, (Rich is similarly expert in this area.)

Joel is enthusiastic and aggressive—in a measured way. I would welcome the
opportunity to have him detailed to the Branch.

HOGR-3PPP000016



Memorandum

Subject  QPERATION CHOKE POINT: A Date November 5, 2012
proposal to reduce dramatically mass
market consumer fraud within 180 days

To Stuart F. Delery From Joel M. Sweet

Acting Assistant Attorney General Assistant United States Attorney
Civil Division

OPERATION CHOKE POINT

I propose that ] be detailed to the Consumer Protection Branch to implement a strategy to
attack Internet, telemarketing, mail, and other mass market fraud against consumers, by choking
fraudsters’ access to the banking system. This objective can be achieved promptly and efficiently
through a proven strategy of incremental enforcement, which will:

» achieve results within months;

» provide prospective protection to the most vulnerable of victims;

efficiently use resources;

attract multi-agency support and cooperation (already pledged);

» promote a culture of compliance among banks regarding Bank Secrecy
Act/Anti-Money Laundering obligations;

provide groundwork for civil and criminal prosecutions against banks,
payment processors, and fraudsters; and

recover FIRREA penaltics.

v

v

v

v

This proposal will substantially further the goals of the Consumer Protection Working Group of
the Financial Fraud Enforcement Task Force, which has prioritized addressing third-party
payment processor involvement in consumer fraud.

The Problem

Fraudulent merchants are able to take money from their victims’ bank accounts only if
they have a relationship with a bank, and thus access to the nation’s banking system. Banks are
reluctant to establish direct relationships with such merchants due to significant legal, financial,
and reputational risks. To overcome this obstacle, fraudulent merchants create indirect
relationships with banks through third-party payment processors. In many cases, these
processors are unlicensed, unregulated, and owned or controlled by the fraudulent merchants, By
using processors as conduits to gain access to the banking system, fraudulent merchants can
evade and frustrate statutes and regulations designed to require banks to know their clients, and
to prevent their clients from using the banking system to further criminal activity.

HOGR-3PPP000017



Consumers continue to endure substantial harm from fraudulent merchants who can
operate only through third-party payment processors, 1 learned while civilly and criminally
prosecuting a payment processor and its bank, namely Payment Processing Center, LLC, and
Wachovia, N.A., that a single bank servicing only a few processors can result in a staggering
number of fraud-tainted transactions in a short period. In that case, Wachovia Bank originated
transactions for four payment processors and caused $162 million in consumer losses in an 18-
month period. We believe that the Wachovia prosecution caused many larger banks to closely
evaluate third-party processor risk, and that much of the illegal conduct may have migrated to
smaller banks. This is supported by my experience prosecuting First Bank of Delaware (a
FIRREA action anticipated to be resolved within days), where a small bank in Philadelphia
originated transactions for five third-party payment processors and facilitated more than $150
million in suspected consumer losses during a 12-month period.” While we do not know the
number of banks involved in this activity, we know that mass market consumer fraud continues,
and that most victim losses pass through a bank. Operation Choke Point will powerfully affect
the entire banking industry and will further limit fraudsters’ ability to access consumers’ bank
accounts.

The government’s efforts to address third-party payment processor-related consumer
fraud would benefit substantially from a vertical investigation model, as well as greater and more
_ intensive coordination with other agencies engaged in the fight against consumer frand. For
example, presently the FTC focuses its attention primarily on fraudulent merchants and
processors. The FTC’s considerable efforts are hampered, however, by inadequate civil
mjunctive remedies and by creative defendants who rapidly change corporate identifies so that
they can continue to prey upon consumers. Bank regulators have begun to address third-party
payment processor risk. But a regulatory examination approach is not intended or designed to
identify and address consumer fraud. DOJ has not targeted fraudulent merchants and processors
criminally (I suspect due to challenges that 1 am available to discuss with you), and there have
been few civil actions in this area. By extending our investigations to include the fraudulent
merchant, the payment processor, and the bank, and by focusing our efforts on choking off the
flow of money to the fraudulent merchants, we can overcome existing limitations.

The Solution

In a short time and with relatively few resources, we can disrupt fraud-tainted payment
channels and protect consumers from future harm by identifying banks with problematic third-
party payment processor relationships. Banks are sensitive to the risk of civil/criminal liability
and regulatory action, Where we have evidence that a bank is processing payments for
fraudulent merchants, we can communicate with the bank — for example, by sending a letter to a

! In addition to consumer fraud, third-party payment processors pose a Bank Secrecy
Act/Anti-Money Laundering risk. I am aware of a bank that transferred hundreds of millions of
dollars to and from the United States and foreign countries though accounts of suspicious third-
payment payment processors.

Page 2
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senior bank executive inquiring whether the bank is aware of its merchants’ return rates (a red
flag of potential fraud), or by serving a FIRREA subpoena for data concerning a suspected
processor or merchant. If prior experience is a guide, we can expect the bank to scrutinize
immediately its relationships with third-party payment processors and fraudulent merchants and,
if appropriate, to take necessary action (which may include restitution to victims). Legitimate
banks will become aware of perhaps unrecognized risk, and corrupt banks will be exposed. This
approach can yield almost immediate prospective protection of the public at an extremely low
cost. If we find a bank or processor that knew, or turned a blind eye, toward fraudulent
transactions, my experience could be brought to bear to initiate legal action.

Eliminating even one bank’s fraud-tainted payment channel can prevent hundreds of
fraudulent merchants from accessing the bank accounts of hundreds of thousands of consumers.
Moreover, by approaching a bank at the outset of an investigation with an opportunity to self-
evaluate processor relationships and to cooperate with the government, we can obtain evidence
without relinquishing potential civil and criminal prosecution opportunities. Depending on the
evidence, banks may be subject to civil FIRREA claims (for civil money penalties) and criminal
Bank Secrecy Act and/or wire fraud charges. Third-party payment processors may be subject to
the same, as well as criminal charges for bank fraud and/or operating an illegal money
transmission business.?

As further described below, I propose that we identify and engage ten suspect banks
within 150 days. This alone is likely to cause banks to scrutinize their account relationships and,
if warranted, to terminate fraud-tainted processors and merchants. Assuming cooperation of
USAQs and our other partners, in 180 days we can dramatically curtail consumer fraud across the
nation by choking the fraudulent merchants® ability to access victims® bank accounts. Moreover,
our efforts will positively sensitize the banking industry to third-party payment processor risks.

DOJ, through the Consumer Protection Branch, should take the lead in implementing this
strategy. Partner agencies should include the FTC, FDIC, OCC, FinCEN (Treasury), Federal
Reserve Banks, NAAG, CFPB, FBI, and USPIS — all of which are members of the President’s
Financial Fraud Enforcement Task Force, most of which have been my partners in past efforts,
and several of which already support this proposal. We can reasonably expect partner agencies
to provide investigative resources to the effort. For example, the FBI already has offered staff to
review SARS for references to third-party payment processors. FinCEN has an agent willing to
set up and maintain a LEO database. The FTC already works closely with me and others to
identify banks that are processing fraud-tainted transactions. Likewise, I am engaged in a

* Disrupting payment relationships between banks and fraudulent merchants provides
immediate benefits to the public, and captures evidence that can be used to prosecute cases. In
some case, where a conventional approach is preferred, we might request that a bank keep
particular accounts open for investigative purposes. While that option always will remain
available, it is not part of the strategy I am proposing because of the substantial time and
investment of agent resources required.

Page 3
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productive discussion with the Federal Reserve Bank (Atlanta) to identify banks originating
transactions for suspected fraudulent merchants,

Execution Time Line

We can achieve our objectives within this time frame:

60 days Identify ten (10) target banks by analyzing return rate data, flow of money from
victims’ accounts to fraudster accounts, and SAR review; create a Law
Enforcement On-line (FBI) database to map relationships among fraudulent

merchants (beneficial owners and trade names), third-party payment processors,
and banks (FinCEN).

120 days After identifying target banks, reach out to USAOs in the jurisdictions of the
banks and offer training to promote and support investigations. Training to
include overview of: (1) mass marketing fraud schemes and payment systems; (2)
relevant civil and criminal statutes (Anti-Injunction Statute, 18 U.S.C. § 1345;
FIRREA, 31 U.5.C. § 1833a; Operating an Illegal Money Transmission Business,
18 U.S.C. § 1960; etc.); (3) regulatory guidance; (4) available investigative
resources; (5) templates for subpoenas, complaints, settlement agreements, etc.

150 days Engage banks identified as having problematic practices: (1) to request
opportunity io discuss banks’ relationships with processors and/or fraudulent
merchants; (2) request voluntary production of documents; or (3) if appropriate, to
serve FIRREA subpoenas. Provide banks with existing regulatory guidance on
processors (FDIC, FinCEN, OCC).

180 days For the 10 target banks, based on investigative results, decide whether 10 negotiate
a prospective compliance agreement, file a FIRREA complaint, open a GJ
investigation, or close the file; assess status of prosecutions (civil/criminal)
against third-party payment processors and fraudulent merchants.

Detail to the Consumer Branch

I'propose that I be detailed to the Consumer Protection Branch to implement this strategy.
The Consumer Protection Branch has existing expertise to address third-party payment
processors, as well as the capability to attack these schemes with both civil and criminal tools. T
have been working with the Consumer Protection Branch, in particular with Assistant Director
Richard Goldberg, to advance the Department’s efforts at attacking unscrupulous payment
processors. The Consumer Protection Branch lacks, however, an available prosecutor with the
necessary experience, knowledge, and professional relationships who can dedicate
himself/herself full time to this intensive effort. Michael Blume, Director of the Consumer

Page 4
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Protection Branch, is supportive of the strategy described above, and of my detail to the
Consumer Protection Branch for this purpose.

1 am qualified and well-suited to lead this effort. During nine years as an AUSA, ] have
led successful civil and criminal prosecutions of third-party payment processors and banks,
including: (1) United States v. First Bank of Delaware (anticipated to be filed within days in the
E.D. Pa.) (FIRREA action anticipated to result in $15 million CMP); (2) United States v.
Hellinger, et al., Criminal Action No. 11-0083 (E.D. Pa.) (successful criminal prosecution under
18 U.S.C. § 1960 of six owners of a payment processor); (3) United States v. $2.562,618 in U.S.
Currency, Civil Action No. 09-1603 (E.D. Pa.) (forfeiture action against $2.7 million in Internet
gambling proceeds retained by third-party payment processor); (4) United States v. Wachovia
Bank, N.A., 10-20165 (S.D. Fla.) (BSA charge resolved with deferred prosecution agreement in
conjunction with DOJ’s Asset Forfeiture Money Laundering Section and another USAQ); and
(5) United States v. Payment Processing Center, Civil Action No. 06-0725 (E.D. Pa.) (anti-fraud
injunction against third-party processor under 18 U.S.C. § 1345, leading to $160 million in
victim restitution). See also Faloney v. Wachovia Bank, N.A., 254 F.R.D. 204, 216 (E.D. Pa.
2008) (district court decision crediting class action plaintiffs’ success, in part, to evidence
uncovered during “Assistant United States [Attorney] Sweet’s dogged pursuit of PPC, Wachovia,
and the telemarketing industry.”) ’

Currently, my open matters include civil and criminal investigations of banks and
processors. I confer regularly with government attorneys and agents on consumer fraud issues.
Moreover, I have close working relationships with our partner agencies, including the FTC,
EDIC, and FinCEN. I lecture several times each year at the Financial Crimes Seminar of the
Federal Financial Institutions Examination Council, where state and federal bank examiners learn
about consumer fraud and risks posed by third-party payment processors.

Iam prepared to accept a detail to the Consumer Protection Branch to implement this
strategy. I am available at your convenience to discuss this matter further.

cc:  Gary Grindler, Chief of Staff to the Attorney General
Michael Bresnick, Executive Director, Financial Fraud Enforcement Task Force
Michael S. Blume, Director, Consumer Protection Branch

Page 5
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From: USDOJ-Office of Public Affairs (SMQ) (JMD)

Sent: Monday, November 19, 2012 2:35 PM
To: USDOJ-Office of Public Affairs (SMQ) (JMD)
Subject: DEPARTMENT OF JUSTICE ANNOUNCES $15 MILLION SETTLEMENT WITH DELAWARE

BANK ACCUSED OF CONSUMER FRAUD

Department of Justice

United States Attorney Zane David Memeger
Eastern District of Pennsylvania

FOR IMMEDIATE RELEASE CONTACT: PATTY HARTMAN
MONDAY, NOVEMBER 19, 2012 215-861-8525
WWW_JUSTICE.GOV/USAQ/PAE

DEPARTMENT OF JUSTICE ANNOUNCES $15 MILLION SETTLEMENT WITH DELAWARE
BANK ACCUSED OF CONSUMER FRAUD

PHILADELPHIA - First Bank of Delaware today was charged with, and settled, civil claims brought by
the U.S. Department of Justice in connection with a scheme to defraud consumers through the Internet and other
means. Under a settlement reached with First Bank of Delaware, the bank will pay a civil money penalty of $15
million to the U.S. Treasury. The bank also will maintain an account with $500,000 to pay consumer claims
arising from the alleged conduct. Today’s settlement and related regulatory actions were announced by U.S.
Attorney for the Eastern District of Pennsylvania Zane David Memeger, Department of the Treasury Financial
Crime Enforcement Network (FinCEN) Director Jennifer Shasky Calvery and the Federal Deposit Insurance
Corporation (FDIC). The Department of Justice’s allegations against the bank and the terms of that settlement
are set forth in a civil complaint and a settlement agreement filed in the U.S. District Court for the Eastern
District of Pennsylvania.

The Department of Justice alleges that from 2009 to 2011, First Bank of Delaware violated the Financial
Institutions Reform, Recovery and Enforcement Act (FIRREA) by originating withdrawal transactions on
behalf of fraudulent merchants and causing money to be taken from the bank accounts of consumer
victims. The government alleges that the bank knew — or turned a blind eye to the fact — that consumer
authorization for the withdrawals had been obtained by fraud.

“We are committed to protecting consumers from unscrupulous merchants who use Internet and
telemarketing schemes to defraud them. Such merchants need payment processors and banks to help them
obtain the victim consumers’ money. This settlement should serve as notice to the banking community that
when banks allow themselves to be used to perpetrate these frauds, we will target our enforcement efforts
accordingly to hold the banks accountable,” stated U.S. Attorney Memeger.

“To make money, First Bank of Delaware entered into risky lines of business and chose to disregard its
Bank Secrecy Act (BSA) responsibilities,” said FinCEN Director Jennifer Shasky Calvery. “As a result of its

1
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failure to implement systems and controls to identify and report suspicious activities, as required by the BSA,
financial predators were able to victimize consumers.”

Banks are a critical key in many consumer fraud schemes. After a fraudster obtains bank account
information from a consumer, the fraudster still needs to gain access to the banking system in order to take the
consumer’s money. Fraudulent merchants have a difficult time opening their own bank accounts because of
laws designed to prevent criminals from accessing the banking system. To overcome this obstacle, fraudulent
merchants often obtain indirect access to the banking system through a third-party payment processor that can
more easily establish a relationship with a bank.

The Department of Justice alleges that First Bank of Delaware established direct relationships with
several fraudulent merchants and third-party payment processors working in cahoots with a large number of
additional fraudulent merchants. On behalf of the processors and fraudulent merchants, First Bank of Delaware
originated hundreds of thousands of debit transactions against consumers’ bank accounts. The payment
processors named in the complaint include Automated Electronic Checking Inc., Check Site Inc., Check 21.com
LLC and Landmark Clearing, Inc.

First Bank of Delaware originated many of the debit transactions using “remotely-created checks” —a
transaction instrument widely-known in the banking industry and by the consumer protection and law
enforcement community to be favored by fraudulent merchants. At the time of the conduct alleged, First Bank
of Delaware and the rest of the banking industry were well-aware of the consumer fraud risks posed by third-
party processors and remotely-created checks. The Department of Justice alleges that First Bank of Delaware
was aware of significant red flags warning the bank that the debit transactions were tainted by fraud. For
example, First Bank of Delaware ignored high rates of returned or charged-back debit transactions. This is a
significant fraud indicator about which federal bank regulators have consistently warned the banking
industry. First Bank of Delaware’s third-party payment processors had aggregate return rates for remotely-
created checks exceeding 50 percent during the period 2009 to 2011, compared to the average return rate of
one-half of one percent for all checks processed by the Federal Reserve. Where a high number of purportedly
legitimate transactions are rejected by consumers and their banks, it is likely that consumers are being
defrauded.

Congress enacted FIRREA in 1989 as part of a comprehensive legislative plan to reform and strengthen
the banking system and the federal deposit insurance system that protects the public from bank
failures. FIRREA provides that the United States may recover civil penalties of up to $1 million per violation
of certain criminal statutes, or, for a continuing violation, up to $1 million per day or $5 million, whichever is
less. The statute further provides that the penalty can exceed these limits to permit the United States to recover
the amount of any gain to the violator, or the amount of the loss to victims, up to the amount of the gain or
loss. The Department of Justice alleges that First Bank of Delaware engaged in wire fraud affecting federally-
insured financial institutions by originating debit transactions for third-party payment processors and fraudulent
merchants who the bank knew were engaged in fraud against consumers, or that the bank remained willfully
blind to that fact.

Under the settlement reached between the Department of Justice and First Bank of Delaware, the bank
will pay a $15 million penalty to the U.S. Treasury. The payment also satisfies penalties imposed upon the
bank by the FDIC and FinCEN, each of which has entered into a separate agreement with the bank relating to
Bank Secrecy Act violations. The bank also will maintain an account with $500,000 to pay consumer claims
for losses arising from the conduct alleged in the complaint. Any money remaining in the restitution account
after all consumer claims have been paid will be transferred to the U.S. Treasury.
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The case was investigated and prosecuted for the Department of Justice by Assistant U.S. Attorneys Joel
M. Sweet, Susan Dein Bricklin and Judith A. Amorosa, and U.S. Attorney’s Office Auditor Allison Barnes, in
coordination with the FDIC and FinCEN.

Today’s announcement is part of efforts by the Consumer Protection Working Group of President
Obama’s Financial Fraud Enforcement Task Force, which was established to wage an aggressive, coordinated
and proactive effort to investigate and prosecute financial crimes. The Consumer Protection Working Group
brings together federal, state, and local law enforcement agencies, regulators, and other stakeholders to protect
consumers from fraud that can devastate victims and cause widespread economic harm. Consumer fraud comes
in many forms and can be found in fraud on our nation’s service members, payday lending, high-pressure
telemarketing schemes, internet scams, business opportunity scams, and unscrupulous third party payment
processors. Scam artists often target vulnerable populations such as the elderly, students, the unemployed, and
those already struggling with debt. Through this partnership, the Consumer Protection Working Group is
working to strengthen consumer protection efforts, leverage resources, enhance civil and criminal enforcement
of consumer fraud, and educate the public in an effort to prevent consumers from being victimized. To learn
more about the President’s Financial Fraud Enforcement Task Force, please visit www.stopfraud.gov.

#HH

DO NOT REPLY TO THIS MESSAGE. IF YOU HAVE QUESTIONS, PLEASE USE THE CONTACTS IN THE MESSAGE OR
CALL THE OFFICE OF PUBLIC AFFAIRS AT 202-514-2007.
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From: Frimpong, Maame Ewusi-Mensah (CIV)

Sent: Thursday, November 29, 2012 3:12 PM

To: Delery, Stuart F. (CIV)

Cc: Olin, Jonathan F. (CIV)

Subject: Joel Sweet TPs

Attachments: Talking Points for Call with ZM 11.26.12.docx
Follow Up Flag: Follow up

Flag Status: Completed

Hi Stuart —

Here are the draft Talking Points for the call with Joel Sweet that | gave you Monday. Let me know if you have any
questions or need anything further before you call the US Attorney.

Thanks!

Regards,
Maame

Maame Ewusi-Mensah Frimpong

Deputy Assistant Attorney General, Consumer Protection Branch
Civel Divesion

United States Department of Justuce

950 Pennsylvania Avenue, NW

Room No. 3129

Washineton. DC 20530
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Talking Points for AAG Call with U.S. Attorney Zane D. Memeger

(EDPA) re Third Party Payment Processors Detail
Draft 11.26.12

Introduction

e Asyou know, we have been very involved with the Financial Fraud Enforcement
Task Force, and have been largely leading the Consumer Protection Working Group.

e The Working Group has three priority areas for its near term focus, and | wanted to
approach you about a partnership between CIV and EDPA on one of those priority
areas, namely third-party payment processors.

e Specifically, | wanted to explore with you the possibility of doing a detail with Joel
Sweet from your office to work with the Consumer Protection Branch to do a
concentrated enforcement effort to address the problem of banks who allow
payment processors to use them to enable fraud.

e We have done great work with Joel, and he has been a real asset on this issue and in
this working group, and it would be great to work more intensely with your office on
this.

Background/Context on the Third Party Payment Processors Issue
e Fraudsters and their enablers exploit holes in the electronic payment system
o Doing so allows for massive frauds at low costs
Dealing with that problem must be a national priority of the government
o ltis one of three priorities of the Consumer Protection Working Group
o ltis a priority of the FTC, FDIC, FRB, FinCEN, and others
e We need to step up enforcement in this area
e Civil and criminal prosecutions of players exploiting the electronic payments
systems are complex
o We need a focused attention on the cases
e We need to develop expertise

Philadelphia’s Leadership in These Cases
e Philadelphia has been on the cutting edge in DOJ of addressing players in the
financial system who exploit holes in the electronic payment system to benefit
fraudsters
o The USAOQ brought criminal charges against individuals who processed
payments for gamblers
o The USAO shut down a payment processor that enabled telemarketing
fraudsters to take money from consumers’ bank accounts
o The USAOQ helped broker a settlement with Wachovia, worth upwards of
$160 million, for its role in allowing a payment processor to use its bank to
help fraudsters
®*  The Wachovia settlement changed the way major banks deal with
payment processors
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o The USAO shut down a bank and obtained a $15 million penalty for the
bank’s role in allowing fraudulent payment processors to operate

Specifics of the Proposal
e Joel Sweet would be detailed to the Consumer Protection Branch to work with Rich
Goldberg and others in the Branch for a period of 6-9 months.
e Inthat period of time, the team would identify several target banks, provide training
and support to USAQs interested in opening investigations, and engage banks either
for purposes of filing FIRREA complaint or negotiating some acceptable resolution.

Positive Features of the Proposal
e Joel and Rich are experts in this, and will build upon that expertise, existing contacts
(especially with the financial regulators), and ongoing work.
e Joel has already been working with Rich and Mike Bresnick and Mike Blume in this
area.
e The proposal will build capacity at DOJ -- at the USAQ in Philadelphia and CPB in
Washington
o It will firmly place Philadelphia in the lead of this effort
o It will allow Philadelphia to create a model for enforcement in this area
=  Philadelphia can then “spread the word”
e We imagine that as many cases as appropriate would go back to Philadelphia.
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UNITED STATES DEPARTMENT OF JUSTICE - CIVIL DIVISION

CORRESPONDENCE TRACKING SYSTEM Cover Sheet Date:  2/8/2013
ID: 66780 Document Date:  02/08/2013
Document Type:  Subpoenas Date Received: 02/08/2013
Fite Code; Office of Consumer Litigation | At Earliest Conveniencel

Responding Unit.  Office of Consumer Litigation Response Due; 02/15/2013
Reviewer: Mlichael S. Blume Date Closed;
Drafter: Richard Goldberg Civil Due Date:
Executive Sec # 3G Due Dale;

TO: Stuart F. Delery, PDAAG, Civil Division
FROM: Michael S. Blume, Director, CPB; thru: Maame Ewusi-Mensah Frimpong, DAAG
Subject: Payment Processor Investigation -- Request for Issurance of Subpoenas to
Payment Processors and Banks used to Process Fraudulent Payments

Commenis: Maame Ewusi-Mensah Frimpong: Review, comment, initial Memorandum
Stuart F. Delery: Sign subpoenas

Requesting approval by February 15, 2013. There are no external deadfines.
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U.5. Department of Justice

Civil Division

Washingron, DC 20530

February 8, 2013

TO: Stuart F. Delery

Principal Deputy Assistant Attorney General
Ctvil Division

THROUGH: Maame Ewusi-Mensah Frimpong

Deputy Assistant Attorney General
Civil Division

FROM: Michael S. Blume )
Director Wk_/'
Consumer Protection Branch

SUBJECT: Payment Processor Inifestigation -- Request for Issuance of Subpoenas to
Payment Processors and Banks used to Process Fraudulent Payments

Time Frame
We request your approval by February 15, 2013, There are no external deadlines.

Recommendation

We seek authorization to issue subpoenas under the Financial Institutions Reform,
Recovery and Enforcement Act of 1989, 12 U.S.C. § 1833a(g)(1)(C) (“FIRREA"). The
subpoenas would be directed to seven entities described further below.

Case Summary

We are launching Operation Choke Point—a multi-agency effort to combat mass market
consumer fraud by focusing on payment systems. The Payment Processor Working Group of the
Financial Fraud Enforcement Task Force held several meetings over the past few weeks with the
purpose of planning investigations of the payment processing industry. We have assembled a
team composed of the Consumer Protection Branch and its forthcoming detajlee, AUSA Joel
Sweet; the Postal Inspection Service; the FBI; the Federal Trade Commission; and other agencies
(including bank regulators) with jurisdiction over entities that help fraudulent merchants to take
money from consumers. The group of investigations will focus on payment processors that are
known to have helped fraudulent merchants and the banks that have provided accounts to those
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processors and merchants. As discussed below, the requested FIRREA subpoenas seek
information from those institutions.’

Discussion

Fraudulent Internet merchants and telemarketers frequently mask their identities by
employing & variety of short-lived business names, by incorporating off-shore, and by selling a
large number of different, constantly changing products. These techniques impose significant
investigative obstacles for law enforcement by making it more difficult to identify the merchant
responsible for a particular consumer complaint and to determine the scope of injury caused by
the merchant. The requested subpoenas are designed to surmount these hurdles by giving us
information about fraudulent sellers as well as the payment processors and banks that provide
them with crucial assistance.

In order to have access to consumers’ checking accounts, fraudulent merchants open
merchant accounts with payment processors. The processors typically require their merchant
clients to provide copies of their sales sciipte, information on the merchants’ principals, financial
information, the consumer bank account numbers to be debited, and the amounts of the requested
debits. In the course of business, the processors calculate the “return rate” for each merchant, in
order to charge the merchants for items returned through the check clearing system. The “return
rate” refers to the percentage of attempted debit transactions that are returned out of the total
number of attempted debits. In general, a high return rate incurred by a single merchant
commonly indicates the presence of deceptive or fraudulent practices, because either the
consumer never authorized the debit or the consumer authorized the debit, but the authorization
was based on deceptive representations or omissions that the consumer later discovers. In sum,
payment processing firms possess useful information that can assist in establishing the identity of
fraudulent merchants and the scope of the merchants’ fraud.

In recent years, fraudulent merchants have increasingly turned to the fraudulent use of
remotely created checks (RCCs) and an electronic version of RCCs, referred to hereinasa
“remotely created payment order” (“RCPO”), as the preferred payment mechanisms for debiting
consumers’ bank accounts. RCPOs are often referred to as “electronic payment orders,” “non-
check echecks,” or “electronic RCCs.”

An RCC is an unsigned paper check, or demand draft, that is created by the payee (eg,a
merchant, seller or telemarketer). In place of a signature, the RCC bears a statement that the
account holder authorized the check. Any person who obtains a consumer’s bank routing and
account number can print an RCC with the proper equipment or the help of a third party payment
processor, and deposit it in any account at any bank for clearing. In some cases, a person catl
deposit an RCC by scanning a digital image of the check onto a computer, and then transmitting
that image to the bank - a practice known as remote deposit or remote deposit capture. The bank
treats the RCC like an ordinary signed check, and it causes the RCC to be submitted to the
consumer’s bank for payment from the consumer’s account. An RCC is distinct from an RCPO

! We anticipate requesting authority to issue additional FIRREA subpoenas to financial

institutions in the coming weeks.

2
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in that it originates as a paper-based transaction, even if it later becomes scanned or
electronically imaged.

An RCPO is created when a merchant or processor enters bank account and routing
numbers into an electronic check template that is converted into an electronic file for deposit into
the check clearing system. RCPOs are similar to RCCs in that they are typically initiated with
Internet or telephone instructions from the consumer and bear no direct evidence of the
customer’s authorization. When printed out, RCPOs and RCCs look almost identical. However,
unlike RCCs, RCPOs do not begin with a paper item. Unlike the return rates of ACH
transactions, which are closely monitored by NACHA, the return rates of RCCs and RCPOs are
not subject to any monitoring by the check clearing system.

The payment processors and banks that are the subjects of our proposed subpoenas are
believed to have transacted business in RCCs and RCPOs in the past. Based upon information
we have collected from Payment Processor Working Group members, we believe merchants
used these firms to commit fraud. Our goal is to determine who knowingly committed fraud, or
was deliberately ignorant of fraud, committed against consumers.

I. Bank subpoenas
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1. Processor Subpoenas
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Conclusion

We request that you sign the attached FIRREA subpoenas. (Goldberg)
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From: Bresnick, Michael J (ODAG)

Sent: Tuesday, March 19, 2013 6:56 PM

To: Delery, Stuart F. (CIV); Olin, Jonathan F. (CIV); Harwood, Charles A.
B ©ftc.gov)

Subject: remarks

Attachments: Remarks to Exchequer Club--3-20-13 (draft 3-19-13).docx

Stuart, Jon, and Chuck,

Sorry for the very late notice, but I'll be giving a speech tomorrow around noon at the Exchequer
Club of D.C. I plan to discuss some of the recent accomplishments of Task Force members, as
well as to address some priorities for the year. I spend a significant amount of time addressing
the Consumer Protection WG’s review of financial institutions’ and third-party payment
processors’ roles in mass-marketing fraud schemes, as well as internet payday lenders. I sent
Mike Blume, Joel Sweet, and Rich Goldberg a draft, and wanted to make sure you had a chance
to make comments as well. Sorry, again, for sending this so late.

Mike
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REMARKS

OF

MICHAEL J. BRESNICK
EXECUTIVE DIRECTOR
FINANCIAL FRAUD ENFORCEMENT TASK FORCE
OFFICE OF THE DEPUTY ATTORNEY GENERAL
U.S. DEPARTMENT OF JUSTICE

AT THE

EXCHEQUER CLUB OF WASHINGTON, D.C.

ON

WEDNESDAY, MARCH 20, 2013

ST. REGIS HOTEL
WASHINGTON, D.C.
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Good afternoon. Thank you for that kind introduction, and thank you all for
having me here today. I'd especially like to thank John Ryan, my friend and
President and Chief Executive Officer of the Conference of State Bank Supervisors,
for inviting me to speak.

As you heard, I am the Executive Director of President Barack Obama’s
Financial Fraud Enforcement Task Force. It has been my great pleasure to lead
this Task Force for the past year and a half, and to work closely with Attorney
General Eric Holder, Deputy Attorney General James Cole, Acting Associate
Attorney General Tony West, and so many others throughout government. The
Task Force was created in 2009 with the understanding that no matter the office or
agency -- federal, state, or local; law enforcement or regulatory -- all of us within
government share a common desire and have a core obligation to do everything that
we can to protect the American public from the often devastating effects of financial
fraud, whether it be mortgage fraud or investment fraud, grant or procurement
fraud, consumer fraud or fraud in lending. And we know that we can accomplish so
much more by working together than by working in isolated, compartmentalized
silos. Through the efforts of the Financial Fraud Enforcement Task Force, that’s
exactly what we've done.

Today I'm going to start by telling you about some of our recent
accomplishments -- which were only made possible by our working together -- and

then move on to a few priorities we will be focusing on in the coming year.
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Just recently Task Force members announced the filing of parallel civil complaints -
- by the Department of Justice and more than ten states -- against the ratings
agency Standard and Poor’s, shedding a powerful light on conduct that went to the
heart of the recent financial crisis. The Department alleged that from at least 2004
to 2007, S&P lied about its objectivity and independence. The evidence revealed
that S&P promised investors and the public that their ratings were based on data
and analytical models reflecting the company’s true credit judgment. In fact,
internal S&P documents made clear that the company regularly altered, or delayed
altering, its ratings models to suit the company’s own business interests. We also
alleged that from at least March 2007 to October 2007, S&P issued ratings for
certain CDOs that it knew were inflated at the time it issued them. By working
closely with the states, and coordinating our collective efforts, we have never been
more strategic, or effective.

Moreover, in Fiscal Year 2012, the Department, in close partnership with the
U.S. Department of Housing and Urban Development and its Office of Inspector
General, sued for or settled claims with banks for losses related to the mortgage
crisis totaling over $2 billion, including recovering nearly $500 million from
settlements with Deutsche Bank AG, CitiMortgage and Flagstar Bank.

Through the Task Force’s Non-Discrimination Working Group, in
coordination with our partners at the OCC, Federal Reserve, and many others, our
enforcement of fair lending laws has never been more robust. Since 2010 the Civil

Rights Division’s Fair Lending Unit has filed or resolved 24 lending matters under
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the Fair Housing Act, the Equal Credit Opportunity Act, and the Servicemembers
Civil Relief Act. The resolutions in these matters provide for a minimum of $660
million in monetary relief for impacted communities and for more than 300,000
individual borrowers.

The Residential Mortgage-Backed Securities Working Group is actively
investigating fraud in the securitization and sale of residential mortgage-backed
securities -- conduct that contributed to the financial crisis. Mortgage Fraud
Working Group members are creating training sessions for federal and state
prosecutors and civil attorneys, as well as arming distressed homeowners with the
information they need to avoid becoming victims of fraud. And efforts by the
Consumer Protection Working Group to protect servicemembers and their families
from predators targeting them as vulnerable marks includes recently creating and
disseminating enforcement tool-kits to state attorneys general, U.S. Attorneys’
Offices, and JAG legal assistance officers that provide an overview of common
scams targeting members of the military, available federal and state laws to
address these schemes, opportunities for support from federal and state partners,
and sample legal materials.

As you can see, the Task Force, through its spirited and energetic members,
is tackling financial fraud on many fronts, with a focus on enforcement, prevention,
and victim assistance. And by working together, we are able to identify fraud
trends occurring throughout the country, develop priorities and national fraud

enforcement strategies, create and coordinate national initiatives, and establish
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training events and guidance for our nation’s criminal prosecutors and civil
attorneys. Itis an example of what we can accomplish when we eliminate
unnecessary boundaries and work together towards a common goal.

While the Task Force has done, and continues to do, much in these and other
areas, I'd now like to discuss three additional issues that we have prioritized.

First, Task Force members have focused intently on the government’s ability
to protect its interests and ensure that it does business only with ethical and
responsible parties. According to a recent GAO report, in Fiscal Year 2010
government spending on contracted goods and services was more than $535 billion.
Accordingly, we are encouraging greater cooperation with government agencies
involved in the suspension and debarment process, actions taken to exclude
businesses or individuals who are not behaving in an ethical and lawful manner
from receiving contracts.

Second, the Non-Discrimination Working Group has placed an increased
focus on enforcement of discrimination by auto lenders. Currently, the law does not
require auto lenders to give consumers the best interest rate they qualify for, and
does not prohibit lenders from basing compensation on the ability to charge higher
interest rates. As we found in the mortgage context, however, this practice may
violate the fair lending laws if it causes minorities to be charged more than
similarly qualified white borrowers. The Department’s Civil Rights Division is
working closely with Consumer Financial Protection Bureau on this issue.

And third, the Consumer Protection Working Group has prioritized the role
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of financial institutions in mass marketing fraud schemes -- including deceptive
payday loans, false offers of debt relief, fraudulent health care discount cards, and
phony government grants, among other things -- that cause billions of dollars in
consumer losses and financially destroy some of our most vulnerable citizens. The
Working Group also is investigating the businesses that process payments on behalf
of the fraudulent merchants -- financial intermediaries referred to as third-party
payment processors. It’s this third priority that I'd like to discuss in a little more
detail.

The reason that we are focused on financial institutions and payment
processors 1s because they are the so-called bottlenecks, or choke-points, in the
fraud committed by so many merchants that victimize consumers and launder their
illegal proceeds. For example, third-party payment processors are frequently the
means by which fraudulent merchants are able to get paid. They provide the
scammers with access to the national banking system and facilitate the movement
of money from the victim of the fraud to the scam artist. And financial institutions
through which these fraudulent proceeds flow, we have seen, are not always blind to
the fraud. In fact, we have observed that some financial institutions actually have
been complicit in these schemes, ignoring their BSA/AML obligations, and either
know about -- or are willfully blind to -- the fraudulent proceeds flowing through
their institutions.

Our prioritization of this issue is based on this principle: If we can eliminate

the mass-marketing fraudsters’ access to the U.S. financial system -- that is, if we
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can stop the scammers from accessing consumers’ bank accounts -- then we can
protect the consumers and starve the scammers. This will significantly reduce the
frequency of and harm caused by this type of fraud. We hope to close the access to
the banking system that mass marketing fraudsters enjoy -- effectively putting a
chokehold on it -- and put a stop to this billion dollar problem that has harmed so
many American consumers, including many of our senior citizens.

Sadly, what we've seen i1s that too many banks allow payment processors to
continue to maintain accounts within their institutions, despite the presence of
glaring red flags indicative of fraud, such as high return rates on the processors’
accounts. High return rates trigger a duty by the bank and the third-party
payment processor to inquire into the reasons for the high rate of returns, in
particular whether the merchant is engaged in fraud.

Nevertheless, we have actually seen instances where the return rates on
processors’ accounts have exceeded 30%, 40%, 50%, and, even 85%. Just to put this
in perspective, the industry average return rate for ACH transactions is less than
1.5%, and the industry average for all bank checks processed through the check
clearing system is less than one-half of one percent. Return rates at the levels we
have seen are more than red flags. They are ambulance sirens, screaming out for
attention.

A perfect example of the type of activity I'm talking about is the recent
complaint against the First Bank of Delaware filed by the Department in the

Eastern District of Pennsylvania, in Philadelphia. There, investigators found that
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in just an eleven-month period from 2010 to 2011, the First Bank of Delaware
permitted four payment processors to process more than $123 million in
transactions. Amazingly, more than half of the withdrawal transactions that the
bank originated during this time were rejected, either because the consumer
complained that the transaction was unauthorized, there were insufficient funds to
complete the transaction, or the account was closed, each of which may indicate
potential fraud and trigger the need for further inquiry. But the bank did nothing.
Nothing, but continue to collect its fees per transaction, while consumers continued
to get gouged by unscrupulous scam artists. Ultimately, the government alleged
that the bank was engaged in a scheme to defraud under the Financial Institutions
Reform, Recovery, and Enforcement Act and the bank agreed to pay a civil money
penalty before surrendering its charter and closing its doors.

Underscoring the importance of this case, in the press release announcing a
parallel action with the Financial Crimes Enforcement Network, the Acting
Chairman of the FDIC, Martin Gruenberg, said, “Effective Bank Secrecy Act and
anti-money laundering programs that are commensurate with the risk profile of the
institution are vital to protecting our financial system.” He added that “[t]he
significant penalty assessed in this case emphasizes the importance of having
strong internal controls to assure compliance with anti-money laundering
regulations and to detect and report potential money laundering or other illicit
financial activities.”

So, the First Bank of Delaware is a model of irresponsible behavior by a
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bank.

Of course, this conduct is completely unacceptable. And it is receiving the full
attention of the Department of Justice. In fact, we have established within the Civil
Division a dedicated team of attorneys and investigators to address similar
unlawful conduct, and we will not hesitate to act when we see evidence of
wrongdoing. Our message to banks is this: Maintaining robust BSA/AML policies
and procedures is not merely optional or a polite suggestion. It is absolutely
necessary, and required by law. Failure to do so can result in significant civil, or
even criminal, penalties under the Bank Secrecy Act, FIRREA, and other statutes.

Consequently, banks should endeavor not only to know their customers, but
also to know their customers’ customers. Before they agree to do business with a
third-party payment processor, banks should strive to learn more about the
processors’ merchant-clients, including the names of the principals, the location of
the business, and the products being sold, among other things. If they are going to
allow their institutions to be used by others as a gateway to access the bank
accounts of our nation’s consumers, banks need to know for whom they are
processing payments. Because if they don’t, they might be allowing some
unscrupulous scam artist to be taking the last dollars of a senior citizen who fell
prey to another fraud scheme, and hundreds of millions of dollars of additional
proceeds of fraud to flow through their institutions. And in that case, they might
later find themselves in the unfortunate position of the First Bank of Delaware.

In addition, as part of our focus on the role of financial institutions and third-
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party payment processors in mass-marketing fraud schemes, we naturally also are
examining banks’ relationship with the payday lending industry, known widely as a
subprime and high-risk business. We are aware, for instance, that some payday
lending businesses operating on the Internet have been making loans to consumers
in violation of the state laws where the borrowers reside. And, as discussed earlier,
these payday lending companies are able to take the consumers’ money primarily
because banks are originating debit transactions against consumers’ bank accounts.
This practice raises some questions.

As you know, the Bank Secrecy Act demands that banks have effective
compliance programs to prevent illegal use of the banking system by the banks’
clients. Bank regulatory guidance exhorts banks to collect information sufficient to
determine whether a client poses a threat of criminal or other unlawful conduct.

Banks, therefore, should consider whether originating debit transactions on
behalf of Internet payday lenders -- particularly where the loans may violate state
laws -- is consistent with their BSA obligations.

Understandably, it may not be so simple a task for a bank to determine
whether the loans being processed through it are in violation of the state law where
the borrower resides. The ACH routing information, for example, may not indicate
to the bank in which state the consumer lives, and variations in state laws could
preclude blanket conclusions. Yet, at a minimum, banks might consider
determining the states where the payday lender makes loans, as well as what types

of loans it offers, the APR of the loans, and whether it make loans to consumers in
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violation of state, as well as federal, laws. By asking these questions, a bank may
become aware of certain red flags, inviting further scrutiny and further action. The
bury-your-head-in-the-sand approach, to the contrary, is certain to result in no
action, even where some might be warranted, and is fraught with danger to
consumers.

It comes down to this: When a bank allows its customers, and even its
customers’ customers, access to the national banking system, it should endeavor to
understand the true nature of the business that it will allow to access the payment
system, and the risks posed to consumers and society regarding criminal or other
unlawful conduct.

As I said at the outset, we in government share a unity of purpose and a
common resolve to tackle the most pressing financial fraud issues of our time, and
know that we must work together if we are to be successful in protecting the
American public from harm. We are committed to doing so, and are approaching
these issues in a smart, systematic, and coordinated way.

It has been a pleasure to address this distinguished group today. I thank
you, again, for the opportunity, and now look forward to addressing any questions

you may have.
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U. S. Department of Justice

Civil Division

F I I E Washington, D.C. 20530
April 17,2013
TO: Stuart F. Delery

Acting Assistant Attorney General
Civil Division

THROUGH: Maame Ewusi-Mensah Frimpong
Deputy Assistant Attorney General
Civil Division

FROM: Michael S. Blume
Director
Consumer Protection Branch

SUBJECT: OPERATION CHOKE POINT: EIGHT-WEEK STATUS REPORT

This memo addresses our efforts during the past eight weeks to combat mass-market
consumer fraud by focusing on payment systems vulnerabilities. Our goal is to protect
consumers and stave off scammers by focusing on the payment processors and banks that enable
fraudulent merchants to access consumers’ bank accounts.

I. CASES UNDER INVESTIGATION
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U. S. Department of Justice

Civil Division

Washington, D.C. 20530

April 17,2013

TO: Stuart F. Delery
Acting Assistant Attorney General
Civil Division

THROUGH: Maame Ewusi-Mensah Frimpong
Deputy Assistant Aftorney General
Civil Division

FROM: Michael S. Blume /M/)/é/

Director
Consumer Protection Branch

SUBJECT: OPERATION CHOKE POINT: EIGHT-WEEK STATUS REPORT

This memo addresses our efforts during the past eight weeks to combat mass-market
consumer fraud by focusing on payment systems vulnerabilities. Our goal is to protect
consumers and stave off scammers by focusing on the payment processors and banks that enable
fraudulent merchants to access consumers’ bank accounts.

L. CASES UNDER INVESTIGATION
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F. Additional Matters

We are in a target-rich environment. We anticipate within the coming weeks that we will
request authority to serve subpoenas upon additional banks.

Even without serving additional subpoenas, however, new potential investigations arrive
regularly.
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11. ENGAGEMENT WITH OTHER AGENCIES

A. The Federal Reserve Bank — Atlanta (“FRB-A”)

FRB-A is one of the nation’s two clearing houses for ACH transactions, and also is a
major clearing house for checks, FRB-A also acts as a primary or secondary regulator for many
of the nation’s banks. In its role as an ACH clearinghouse, FRB-A monitors banks with high
return volume. We learned during the investigation of First Bank of Delaware that FRB-A
communicates with banks experiencing abnormal ACH activity. Indeed, in that investigation,
communications between FRB-A and First Bank of Delaware (obtained through a FIRREA
subpoena to the FRB-A) provided strong evidence that First Bank of Delaware had knowledge
that it was furthering fraud.

Richard M. Fraher, Vice President and Counsel to the Retail Payments Office, is
supportive of our efforts. He has invited our team to Atlanta for a working session with the
business and operations side of FRB-A so that we can better understand how the ACH and
checks systems operate, assess opportunities to obtain evidence from the FRB-A (including data
and tailored reports), and consider how FBD-A can better support law enforcement efforts. If
travel funding is available, we would like to take advantage of Fraher’s offer. We believe this
opportunity can substantially further our existing investigations and, perhaps more importantly,
our goal of surveilling for ongoing schemes so that we can promptly engage suspect banks,

B. NACHA/CLEARING HOUSE

We are arranging training from NACHA or an associated entity relating to ACH rules,
particularly as they relate to third-party processors. We plan to invite FTC attorneys and
investigators, and potentially other interested agencies, to participate.

C. CFPB

In late February, we met with representatives of the CFPB to discuss payday lending,
Although we have differing thoughts as to an appropriate legal theory to pursue, we agreed with
CFPB that the payment system (payment processors and banks) deserves closer scrutiny. We
offered to work with CIFPB to identify appropriate targets and to pursue a joint investigation,
We suggested factors that would best support a civil case involving DOJ, including for example
payday lenders targeting military families. CFPB has not responded to our proposal for a joint
investigation. Recent communications concerning payday lending have received no response.
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D. FDIC — Consumer Protection Division

On February 24, 2013, the New York Times reported that banks are providing services to
payday lenders, and the banks are not responding appropriately to consumers’ complaints
concerning related unauthorized withdrawals. In the wake of the article, attorneys from the
FDIC’s Division of Consumer Protection contacted us to share ideas about the laws relating to
payday lending and potential investigative approaches. We are scheduled to meet shortly with
Marguerite Sagatelian, head of the Compliance and Enforcement group of the FDIC’s Division
of Depositor and Consumer Protection, to continue this discussion.

E. FDIC - Office of Inspector General

We met on April 16 with Matthew Alessandrino, Special Agent/Assistant Inspector
General for Investigations, and others from his staff, to discuss our initiative and the opportunity
for the FDIC to assign agents to work on our cases. We developed a structure for further
cooperation, including information exchanges and potential allocation of further resources to our
investigations,

F. State Banking Regulators

State banking officials in Florida _and Kentucky _

have offered assistance in our investigations.

III.  STAFFING/RESOURCES

Our core team consists of CPB Assistant Director Richard Goldberg, CPB Trial Attorney
I CPB Trial Attorney/Detailee Joel Sweet (USAO-EDPA); CPB Analyst/Detailee

USPIS Inspector ;2 USPIS Investigative Analyst
M 2nd CPB Paralegal H -

The FBI had committed to assigning an analyst to regularly review newly-filed SARS for
references to mass market consumer fraud and third-party payment processors. An analyst was
assigned and performed that duty for a short time before leaving the FBI. Although the FBI is
committed to finding a replacement, it is our understanding that it may take many weeks before
this activity resumes. This impedes our effort to proactively identify and staunch ongoing mass
market fraud. We are exploring alternatives in the event FBI staffing is not forthcoming,

IV.  TRAINING TO DEVELOP DOJ EXPERTISE

Travel funding and time permitting, we hope to offer U.S, Attorney Offices training in
payment systems/mass market fraud prosecution under FIRREA.

2 Inspector [ llwill be leaving CPB in June. USPIS has pledged to assign a replacement
Inspector.
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V. RELATED AREAS OF INQUIRY

In addition to evaluating the payday lending industry, we are attempting to develop a
better understanding of consumer fraud risk posed by emerging payment systems. For example,
mobile-to-mobile payment and virtual currency (e.g., Bitcoin) {ransactions are on the rise. In
some cases, these payments travel through credit card channels. Other emerging technologies
use the checking channel, and yet others the ACH system. Each of these channels is governed
by a different set of rules and regulations, and each presents different consumer fraud
vulnerabilities.

Consider, for example, stored-value prepaid debit cards, As described in “Banks
barreling into the prepaid debit card market,” The Washington Post (April 11, 2013)
http://www.washingtonpost.com/business/economy/banks-barreling-into-the-prepaid-debit-card-
market/2013/04/10/28d99dd6-963¢c-11e2-894a-b984cbdff2e6_story.html, banks and other
financial institutions and moving into the prepaid debit card market at a fast pace. These cards
are designed to service the approximately 17 million people (and growing) who are “unbanked,”
or living outside the banking system. A consulting firm predicts that in 2013 Americans will put
$202B on reloadable debit cards, compared to $28.6B in 2009. Consumer advocates are
concerned that prepaid card users will be forced to pay high and hidden fees — an issue for the
CEFPB to address. It does not appear that significant attention is being paid to consumer fraud
vulnerabilities. Most of these cards are not governed by rules and protections that apply to bank
deposits and transactions using ACH and checks, traditional fraud indicators may not be present.
Moreover, card issuers may not be obligated to mitigate or address consumer fraud risk.> We
have no doubt that fraudsters will attempt to find vulnerabilities in this emerging payment
system.

Last month, American Express announced that the FDIC had agreed to insure prepaid
debit cards that it plans to issue through Wal-Mart. Sce “American Express prepaid debit cards
get FDIC insurance,” The Washington Post, March 26, 2013)
http://articles. washingtonpost.com/2013-03-26/business/38026618 1 reloadable-prepaid-cards-
mercator-advisory-group-load-money. This is a significant event in the development of this
payment instrument., Through a relationship we have with senior management at American
Express, we are considering engaging in a discussion concerning consumer fraud risk with these
cards, perhaps along with the FDIC.

(Sweet/ i} Goldberg)

’ Michael Bresnick has researched this issue and learned that prepaid debit cards generally are
not governed by Regulations E or Z (which address ACH and other electronic payment systems).
For example, the cards are not “credit” and are not subject to the Truth in Lending Act, since
they do not entitle consumers to defer payment of a debt or to incur debt and defer its payment.
They also generally are not subject to Electronic Funds Transfer Act since they are not
considered an “electronic funds transfer” or tied to an “account,” Many of the other consumer
protections associated with traditional bank instruments do not apply.
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From: Frimpong, Maame Ewusi-Mensah (CIV)

Sent: Wednesday, April 24, 2013 3:20 PM
To: Soneji, Sabita J. (CIV); Bresnick, Michael J (ODAG); Sorgente, Natalia (CIV)
Subject: RE: Payday Lending

Perfect. Thanks! | will share with Joel, et al, as the 3PPP initiative is working on pay day now.

From: Soneji, Sabita J. (CIV)

Sent: Wednesday, April 24, 2013 3:18 PM

To: Bresnick, Michael J (ODAG); Frimpong, Maame Ewusi-Mensah (CIV); Sorgente, Natalia (CIV)
Subject: Payday Lending

Team —

Not sure where the CPWG payday lending group is, but found this interesting and relevant to some of our discussions:
http://dealbook.nytimes.com/2013/04/23/crackdown-expected-on-big-banks-payday-
loans/?nl=todaysheadlines&emc=edit th 20130424

Sabita
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From: Frimpong, Maame Ewusi-Mensah (CIV)

Sent: Monday, April 22, 2013 3:53 PM
To: Olin, Jonathan F. (CIV); Blume, Michael S.
Subject: Re: 3PPP

Yes. Stuart should have gotten the memo | sent up last week. | can forward a scanned copy to you.

From: Olin, Jonathan F. (CIV)

Sent: Monday, April 22, 2013 03:49 PM

To: Frimpong, Maame Ewusi-Mensah (CIV); Blume, Michael S.
Subject: 3PPP

Any materials Stuart should review before tomorrow’s meeting?
Jonathan Olin

Chief of Staff, Civil Division
U.S. Department of Justice

I @ sdoi.cov
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U.S. Department of Justice

PR Civil Division

Weshingtonr, DC 201530

APR 29 2013

TO: Stuart F. Delery
Acting Assistant Attorney General
Civil Division

THROUGH: Maame Ewusi-Mensah Frimpong M%b(';
Deputy Assistant Attorney General
Civil Division

FROM:  Michael S. Blume /z«’/ﬁ/éj’-

Director
Consumer Protection Branch

SUBJECT: Payment Processor Investigation -- Request for Issuance of Subpocnas in
Connection With Investigation of Payment Processors and Banks used to
Process Fraudulent Payments

Time Frame
We request your approval by April 29, 2013. There are no external deadlines.

Recommendation

We seek authorization to issue subpoenas under the Financial Institutions Reform,
Recovery and Enforcement Act of 1989, 12 U.S.C. § 1833a(g)}(1}C) (“FIRREA”). The
subpoenas would be directed to three entities described further below.

Case Summary

As part of Operation Choke Point — a multi-agency effort to combat mass market
consumer fraud by focusing on payment systems — we are investigating third-party
payment processors and banks engaged in originating debit transactions against
consumers’ bank accounts on behalf of suspected fraudulent Internet and telemarketing
merchants. We are expanding our efforts to include banks and processors that transact

1
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deblts agamst COnsSumers’ accounts on bchalf of predatmy Internet-based payday lenders.
Pursuant to your authorization, we ‘already have served a number of subpoenas.
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Conclusion

We request that you sign the attached FIRREA subpoenas. (Goldberg/Sweet)
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U.S. Department of Justice

" Civil Division

Washington, DC 20530

May 14,2013

TO: Stuart F. Delery
Acting Assistant Attorney General
Civil Division

THROUGH: Maarne Ewusi-Mensah Frimpong
Deputy Assistant Attorney (General
Civil Division

FROM: Michael S. Blume -
Director
Consumer Protection Branch

SUBJECT:  Payment Processor Investigation — Request for Issuance of Subpoenas to
Banks

Time Frame
We request your approval by May 24, 2013. There are no external deadlines.

Recommendation

We seck authorization to issue | Qs boocnas under the Financial
Institutions Reform, Recovery and Enforcement Act of 1989, 12 U.S.C. § 1833a(g){(1)} )

{“FIRREA™). The subpoenas would be limited in scope and directed to the entities
described below.,

Case Summary

In furtherance of Operation Choke Point, a multi-agency initiative combating

- mass-market consumer fraud through a focus on payment systems, in February 2013, we
served subpoenas upon five banks and three third-party payment processors. Based upon
information obtained in response to those subpoenas and from other sourees, we have
opened mvestlga‘lons against several of these entities.

As deseribed below, our investigation to date and coordination with other federal
agencies has revealed other banks engaged in conduct worthy of investigation. We have
methodically identified additional banks that we suspect are processing payments on
behalfl of frandsters, or that have been identified by payment processors as prospects for
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originating such transactions. Our objective is to further identify gateways used by
scammers to gain access to the national payment systems, Where appropriate and
resources permit, we will open investigations into banks that knowingly permit their
infrastructure to be used by fraudsters (or that remain willfully blind to that conduct), and
possibly processors and fraudulent merchants.

Discussion

Fraudulent merchants and predatory Internet payday lenders access consumers’
bank accounts through relationships with third-party payment processors and banks,
Upon instruction from a fraudulent merchant or payday lender, a third-party processor
instruets a bank fo access the national payments systems (automatic clearing house
(“ACH”) and check transactions) to debit money from the bank accounts of consumer
victims. In some cases, the bank is aware of (or has remained intentionally blind to) the
fact that purported consumer authorizations for debit transactions were obtained through
fraud. In other cases, banks may have been misled by the third-party processor and/or the
merchant as to the true nature of the activity, or the validity of the consumer
authorization. '

Using a variety of sources, we have identified (|| j j JNEEE barks that
originated debit transactions against consumers” accounts on behalf of fraudulent
merchants, or engaged in discussions with suspected scammers about such activity.
Some of the banks also processed debit transactions on behalf of Internet payday lenders
who collect potentially unlawful debts in violation of state and possibly federal laws and
regulations.

We have carefully tailored the subpoenas so that responses will identify third-
party processors and fraudulent merchants that harm consumers. We also seek evidence
of red flags that indicate that a bank had actual or constructive knowledge of consumer
fraud. We have deliberately omitted broad requests -- including requests for “all
documents™ and for large amounts of data -- that would make compliance burdensome
and expensive for banks, and that would require substantial resources for our team to
review. After evaluating the responses to the subpoenas, if warranted, we may request
authority to serve additional subpoenas to particular banks.

Following are the banks from which we seek documents. The banks are
organized by the source from which we obtained information justifying the service of an
investigatory subpoena.

Federal Trade Commission

'The Federal Trade Commission investigates and pursues civil injunctive actions
against enfities that defraud, deceive, and/or mislead consumers. The FTC’s attorneys
and investigators, as part of a regular practice, identify payment processors and banks
associated with fraudulent schemes. The FTC has provided us with emails in which
processors and/or merchants discuss banks that are providing access to the payment
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system, and also prospective banks that may be willing to originate debit transactions
against consumers’ accounts to further their schemes. Banks identified in the FTC
documents include:
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Federal Reserve Bank -- Atlanta

Pursuant to a FIRREA subpoena that the USAO-EDPA served last year upon the
Federal Reserve Bank — Atlanta, we have received regularly-created “Dashboard
Reports” addressing high return rates among banks originating ACH transactions. High
return rates are an important indication of potential fraud against consumers. The
Dashboard Reports are created specifically to identify and monitor banks with high return
rates. Dashboard Reports for the period January through June 2012 identify the
following banks with outlier high return rates:
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We intend to serve each subpoena upon the respective bank’s CEO with a
transmittal letter stating that the subpoena has been issued in connection with an
investigation of consumer fraud. To assist the bank and its counsel to understand the
nature of our investigation, we will include a copy of a recent FinCEN Advisory and
bank regulator guidance concerning risks associated with third-party payment processors.

Conclusion

We request that you sign the attached FIRREA subpoenas.

(Goldberg/Sweet/ [}
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Any opinions reflected in this presentation
are those of the presenter and are not
necessarily those of the Department of
Justice, or any government official,
agency, department, or branch.

The information in this presentation is
from public sources.
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Bernie Madoff swindled more than $40B from a select group of mostly
wealthy investors.

Fraudsters steal more than $40B from consumers — mostly the elderly
and those in the lower middle class —every year!

Which is most likely to receive attention from law enforcement,
regulators, and the press: a single theft of $100 million, or one

million thefts of $1007?
3
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» Debit transactions originated by payment
orocessors and banks on behalf of
telemarketing and Internet fraudsters

= Phone company bills used to originate
unauthorized charges ("cramming”)

» Mortgage payment mechanisms used to
originate unauthorized charges

4
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Jurisdictional limitations (state and international)

Fraudsters change corporate identities and law
enforcement plays "whack-a-mole”

Victims are dispersed geographically
Victims cannot identify fraudsters — no face-to-face contact

Plausible deniability — cross-pointing among call centers,

mail houses, fulfillment centers, payment processors, and
banks

_imited investigative and prosecutorial resources

_imited reach of State Attorneys General and FTC

5
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"Demand drafts can be misused to commit check
fraud. This practice involves the misuse of
account information to obtain funds from a
person’s bank account without that person’s
signature on a negotiable instrument. . . demand
drafts have been used by deceptive
telemarketers who obtain bank account
information and withdraw unauthorized funds
from consumers' bank accounts, without their
realizing that such withdrawals are occurring. . . .”

A Guide to Checks and Check Fraud, published by Wachovia, 2003
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BSA/AML Examination Manual (FRB, FDIC, NCUA,

OCC, and OTS)

Bank Secrecy Act
Anti-Money
Laundering
Examination Manual

June 2005
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BANK SECRECY ACT/ANTI-MONEY LAUNDERING
EXAMINATION MANUAL

OBIECTIVE

Assess the adegnacy of the bauk’s systems to manage the risks associated with ifs
relationships with third-party payment processors, and management’s ahility to
implement effective monitoring and reporting systems.

OVERVIEW

Non-bank, or third-party, payment processors {processors) are bank customers that
provide payment-processing services to merchants and other business entities,

Traditionally, processors contracted primarily with retailers that had physical locations in
arder to progess the retailers’ fransactions. These merchant ransactions primarity
includr‘d credit card payments but alse covered automated clearing house demand
drafts" (also known as e-checks), and debit and stored value cards transactions. With
the expansion of the Intemet, retail borders have been eliminated. Processors mAY NOW
service a variely of merchant accounts, including conventional retail and Internet-hased
&stablmhmunh, prepaid travel, and Intemet gaming enterpases.

RISK FACTORS

Processors generally are not subject fo BSA/AML regulatory requiterents. As a result,
some processors may be vulnerable to money lanndering, identity theft, and fraud
schemes.

The banl’s BSA/AML risks when dealing with a processor aceount are similar to risks
from other activitiss in which the bank’s cuxlomer COUdUCtb transactions thr
on behalf of the custumct chcnfs Wit

% A demand drafiis a substitute for a preprimed paper check, T

signature but presumably with the consumer’s suthovization.

se draft js produced without s consumer

EC BSAJAML Examination Manual 121 2312005

RISK MITIGATION

Banks offeriog account services to processors should develop and maintain adequate
policies, procedures, and processes o address risks related {o these relationships. Ata
minimum, these policies should authenticate the processor’s business operations and

assess their risk level. Verification and assessinent of a processor can be completed by
performing the following proceduies:

Reviewing the processor’s promotional materials, incly

online gambbng-related operations, and onbine payday lenders). For example, a

processor whaose customers are primarily offshore would be inberemily riskier than a
processor whose customers are prmanily restaurants.

s Determining whether the processor re-sells its services to a third party w

referred fo asan

o may be

app}ma‘w}e,, Fanc : G
»  Visiting the processor’s business operations center,

Hanks that provide account services should monitor their processor refationships for any
significant changes in the processors’ business strategies that may affect their risk profile.
Bauks should periodically re-verify and npdate the businesses® profiles to ensure the risk
assessment is appropriate.

In addition to adequate and effective account opening and dus diligence procedures for
proce 50T %couma, mandgemem a’qouk n*ommr these relntmmmps foz um;sua} md

o  Merchant base,

o  Merchant acfivities,

o Average pumber of dollar volume and number of frausactions.
e “Swipiug” vewsus “keying” volume for credit card fransactious.
) ~baedehistory...

U Gateveay arrangements are similar 1o an Intemet serviee provider with excess CHmputer storage capacity
whe sells jts capacity to a thivd party, who would then distribuie computer service to various other
individuals anknown to the provider, The third party would be makimg decisions abont who would be
receiving the service, although the provider would be providing the ultimate storage capacity, Thus, the
provides bears ail of the risks while receiving o smaller profit.

FFIEC RSAAML Exavmnation Manyal

2008

-
f ]
5,:\
I\a
3
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PhaiorAssist
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Fifteen Dollard And 08 cens vevsusronss
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*3 15.00¢
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Tobahshsitutuldeded ddiibmtdittatod

Ny
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Lo oty RIS
;nauuuéhucacun:«.suv_u&]_)oﬂﬁrgz :
RSO AUIHER

SN R TSHITES

i 15 Soahurions B Gnhutiggies vt o iyg
N ok exih Sujubiony.
©50 586w 04600808 36 E5aaig Bk -"GDDDODLSDD:"
— Save 10% to 60% on Your Medications!

e "
Save at Phamlacx;s\\
such as:

ALHE

C¥EMmrnacy

Medicine
OpDE

Plus 48,000 Others
Including lndependent

Harmadine Matisnurida

Save money on Dental Work, Boctor Vis

its, Extended Care, Chiropractic,

Podiatry, Vision & Hearing Care... The list gnes.on‘and on!

Are the hgh costs of Preseription drugs getting to you? Are you tired of
Prescription Drug savings but doing nothing? Are you fires of having to dig dewn deep into y
watlet to pay fur yous families' presetiption: medicines? :

Ray, wis would Hike t0 det yog ia on a Ttk secres that
preseription drag needs. That's right, up t5 50 per

Pharm:Assisuhas the snswer aad wonld ke You 1 cash the ahove chicck

that bas Genn reservsd il Your name. “You've read the

alt the politicizns tabking about
Qur

will atlow you to spve up 10§68l percent o sl your
dnpt)

and activate (he xna'\.mbership o
newspaper adicles and seen tie fiews Stories oit

focnt and nationat tetevision. ' Nby it's e Tor you to start taking advantage of the Jow, Jow prices

Phanu Assist has wegntiated with Nationat Pharinacy

pharmacies as well.

chains, your Jocad pharmacy, and mail vider

Yoir'll receive the wedications that yaur Doctor prescribies af your focal Pha racy anct Fhano Assist's
wnaid arder division will provide you with cven BIGGER discounts, Fsn't it tinie you started saving

money and stopped tistening (o the <ty promises o

Flirrmacy when you drop of your presenpuidas. It's that casy

T potiticians? Juat present your PHS cand at your
- Mot corvinge:?

Asan extninentive, welll provide yotewitli 2 S50001 Emergency Cush Certificatet thar younever
aeed 10 pay back! See the back of thys Tanin for degaile.

DMPHRTANT: BY SASHING UR DEPOSITING 405 CHERK | AGREE THAT | UNOERSTAND THAT MY CHECKING
ABCOURT WILL BE DEBIYED A ONE TINE SET UPFEE OR %79,08 WHICH WILLINCLUBE THE FIRST MONTHS
SEAVILE. ) ALSH BNOZRSTAND THAT MY SHECKING ACCOUNT WL TE DFBITER $18.05 PER MONTH
COMMENCINE APPROKIMATELY 30.0AYS AFTER FULFILLASERT AN EVERY 30 DAYS THEREARTEN O AN

ONGOING BASINFOR MY MONTHLY MEMBESHIP FEES.

T UHDEASTAND THAT I SAY CANCEL THE BEMILY

HEALTH SOLUTIONS MEMBERSHEP AT ANY (IME AND BE ENDTLERTO A REFUNT OF THE CURRTNT MONTH'S
MERBERSHIF FEE 8Y CALLING CUSTOMER SERYICE AT -BU0-75-1877 Y DEPOSIRNG GR CASHING THiS
GHERK AUTHORIZE THESE €S TO BE DESITEN SROM MY CHELKING ACCUUNT AS DUTLINED AGDVE,

Sincerely yours,

Coand™ BB
Caral Soble .
Director Membership Services

PSS, A linited surmbers of participanis bave been chosen fo seceive tis offer and you're oaz of the

Inchkv anes. Cash ardonaciy v atiacl,  AIASUC
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f1¢y

S
i e 215.364.6734 oy 2
3% & nfefiBenseficluaiSavingaBank.oom

24 b aucount nfonveing nai
cHink b 315.854.4798 or
18D 785443

% For othey iofooayaiion v us ot
wooree. BepefictalSavings.com

sianog As O Y0
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Eruling Badanee
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Sheck Summary Chaits Bovtosed 7

Amount

Savings Bank o+ 53000
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" P.O. Box 800001

MCHOVIA Raleigh, NC 27675-9001

MORTGAGE STATEMENT
ACCOUNT INFORMATION:

Statement Date: 10/05/06
" Loan Number:
" Interest Rate: 5.9900
NEXT PAYMENT DUE DATE: 11/01/06
Current Payment: $949.28
+
Pe
U
. O
i o ~ TC 349.28
Philadelphia PA 19144-3725 » Other
Illl"llllllll"llll'lllllll"lllll'lllllll!llllllllI"III'II' Cu
’ ‘ Cur
' sgow
Property Address; $9'°o
PHILADELPHIA PA 19144 $9'0°
Activity Since Your Last Statement: -
Date - Description Principal . Interest Escrow lal
4
08/01 Payment $175.58 $764.69 $949.28
09/01 | Payment $176.48 $763.82 $949.28
10/02 | Payment $177.35 $762.93 $949.28
Account Summary:
. Loan Balance* Interest Paid Escrow Balaruo 1axes raid
As of 10/05/06 Year to Date As of 10/05/06 Year to Date

AP Ared NN L L A WY A - as
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e $20.00
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01/26/2005
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o o i ST
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Siga csd otorn ths form fo daim the .
$20 00 Yarge? GrfiCard resarved for you
o ' 707b35 ZP43WILI0LEHGII BEB 0303297089
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= Provides “end-to-end solutions” for
telemarketing merchants

= Specializes in "“Bank Draft origination for
telephone transactions that may be
prohibited” by NACHA rules

16
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. Imeojhiihcbbcapbemiiiebhcaas justin@paymentprocessingcenter.com

= 0000000353 |
© 00000000DBB3FDSATBSECS4EB7ADCITFEBDS131424232100

: To the fine people that made hellish phone abuse a little more bearable,

T o im B 0 s n Fors o Bolonss swunz evp sremseamar 2a libten Inee taddiasie mmed o Hla cneares

| . | am glad to have shared the daily
death-threats, hate-filled rants, and ignorance with all of you. { think
sometime in the next couple weeks | may almost (in some kind of sick way)
miss the sound of shit-kickers screamed obsenities over the verification
playback.

bacon-speckled tomato soup, dealt with a phonebook’s worth of customer
callbacks, and a lot of soggy bread from the sandwich club. _
When you come into work on Monday don't be sad that my cute little ass isn't

around, be happy... because finally one of us will get to know what daylight
Inplea lilea Aorina o jusekdav et remamhber my emilinn fang and hnvieh nnned

it

“ | know the customer |
service number and I'm not afraid to call with my bank rep on the line)
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Now, as | hang up my Steno Pad and descend back in to a world of
relative normality | would like to say THANK YOU to everyone.

Side note to Michael: How much. @xa@tsy do | owe you for the knowledge that
it takes a total of 16 combined brain cells and teeth to provide your bank
account information to a stranger on the phone to order something with as
stupid a name as Washba?ﬁs"? or; the kmwﬁedge that old people are just plain
easy to trick’?

stay in touch,
Justin
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David XXX, Sr.
1933-2006

University Football Coach

Little League Coach

Sunday School Teacher

Husband, Father,
Grandfather, Brother

19
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Dollar value of RCCs deposited by PPC with
Wachovia in 12-month period: $162,000,000

Income from RCC fees:

PPC — approx. $8,000,000
Bank —approx. $1,900,000

21
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= Knew or remained willfully blind to fact that
PPC serviced mass market fraudsters

= |gnored glaring red flags
m Suppressed internal concerns

= |gnored express warnings from other banks

= Entered agreements with PPC to protect its
own interests at the expense of the interests
of other banks and their customers

22
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* Facially suspicious product offers and marketing scripts

= Grant offers
= Prescription discount cards
= Travel Programs

» Free Gift Cards

* Free Computers

* Merchants mostly based overseas and/or using foreign banks

* Exploited names of legitimate companies, such as Wal-Mart,

K-Mart, Home Depot, Carnival Cruises, AlG

23
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» PPC merchants were fraudsters well-known to

Better Business Bureaus, state Attorneys General,
and consumer protection websites

» Star Communications

= Advantage America

= Suntasia

m As successive payment processers were shut down
by law enforcement, Wachovia continued to process
RCCs for same fraudulent merchants

24

HOGR-3PPP000089



At inception, Wachovia anticipated returns exceeding
35 percent (compared to approximately 1/2 of 1
percent for all checks)

Actual returns exceeded 5o percent
Wachovia charged PPC substantial fee for returns
Wachovia offered PPC volume discounts on return fees

25
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= More than 5o percent of PPC’s returns facially identified as:
= UNAUTHORIZED
= FRAUD
» REFERTO MAKER

» Every month Wachovia received and hand-processed
thousands of sworn affidavits from consumers alleging
that PPC debit transactions were not authorized

26
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) Banknoriy, N.A.
AFFIDAVIT OF UNAUTHORIZED CONSUMER DRAFT

{Type or Print Neatly)

Banlc Hanknorth Massachusstls
Banking Center: &
Telephone #: {5083 754 - 6745

, Use this form Tor drafts with fie
S T following tran codes anly:

184 POD Check
187 Check

ACTRIN NUMbar

T Steapt A8, R, P.Q. Hox
Worcester MA 01504
Tty Glate ap Daytime Telephony Homg Telepanns -

HOMZED

Check appropriate Section ] OR Section II:

»

[} 1 authorized the company named above to debit My account, but | revoked ** the aisharization on
in the manner specified in said muthorization.

DRb of Revosatien
** Customer must provida Bank with 2 copy of the written revocation

1 further declare thal the abovs transaction was not initiated by me or by any persor acting on my behalf, In signing this

form, { understand that the Bank will reverse any credit{s) to my account if it receives proof from the payee of the draft that
L, in fact, authorized this draft.

~Ssleoder Sigritirs {1eallisd)

FOR USE ON PERSONAL AGCOUNTS ONLY

nstructions:

1. Fax to Adjustment Department OR Send & copy of the refuned lem (f eveilable) and
207-755-6315 the signed sifidavit through interoffice maif to:
Adlustroont Department 1E0Q~37

2. Place a stop paymsnt for the amount of the draft on the customer's account to prevent any future drafts from processing to the
acoourntt, Have customer sign Stop Payment Crder and remit form as ugual,

3. Advise customer that provisionat credit will NOT be granted an thig transaction. Gustomer sccount
Bank racelving credit back from draft originator.

will ohly be credited upon

Tl of Unpwthorived Conzamtor Dyait Rev Q2004
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K - HOLD AT ANGLE TO VIEW

Payment Processing Center "

1-866-223-8711 Check #: 889574 |

Date: 12/21/05

*+ 149,00 *»

- |

One Hundred Forty Nine Dollars and No Cents #3444 *

|

SMITH SR L

Audwdwd B}r YmrDcposnm SEFEREE I

FORT LAUDERDALE, R
For Customer Service Cal) {mp}asgﬁ%; Nﬂ Slgnalum Rﬂlulrﬂi RS

Buyers Club Rcfcﬁ:mt " 3751450 :
12005-337 oy :

»8349574r 105 PR

. et  — e S i
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Return “volumes are tremendous” and “payment of
these items is not our normal process”

Returns Operations Supervisor to VP of Loss Management

"Nothing [PP(C] could ever do would make me
comfortable . ..”

Bank Loss Management Official after learning about Bank relationship with PPC

After Loss Management official recommended closin
PPC accounts, wrote “business line has assumed risk for
the customer and decided to keep their accounts open”

Communication between Bank Loss Management Officials

35
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“Please consider the regulatory and reputational risks
involved here. We have now been put on notice that
accounts at [Bank] are being used ... to further these
schemes.

“If PPC has in place ‘a standing agreement with [Bank] to
pay all claims without dispute,’ then they know they
have rogue telemarketers in their customer base.”

Internal E-mail from Bank’s In-house Counsel after receiving
fraud warning from another bank

36
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To

0872372005 06:35 PM cc
Subject Guardian Marketing # 2000027007068

Tom,

8ab, Tim & | need to huddie with you on this account relationship. It is a Business Banking account, it has
been actively making deposits since 6/23/05 and there is a current balance nf $743,000+ in the account.
The accoun! came to us from B of A (50 we are advised by » in Bus. Bnkg.) and she is

A TR ¥ o b s mmmmiasmdA MR n b P A mmn e b mm bl a e i " AP b e e b bl e mmil Amd F EPPA Ao

'ALL thelr deposits are THIRD PARTY DRAFTSIl! DOUBLE

YIKESHI!

YIKES!I! Moreover, the drafts that are being deposited and are charging back, are not $99.99; these

items are all over the place in terms of their amount. Moreover, there is another account, Suntasia,
#2000027027721. Same address, same principals. $§ from tha Guardian acct Is ransferred to Suntasia

and then the $ Is wired out to Bank of America {funny, | thought | sald they were leaving B of A at the
haninnina nf thic nata didn't 177} _And. thera ig. morg  hut nathjno mara that | want to. outintg a note.  Bob _

And, there is mare, but nothing more that | want to put into a note. Bob

and i really need to talk 0 you on tomorrow,

Thanks,
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= Intended to protect Bank’s reputation rather
than consumers

“[11f we can find a way to pay the returns. . . without sending
them back to other banks, | think that will go a long way to

preserve our reputation. The sooner the complaint gets
paid the quicker it goes away."”

Internal Bank e-mail
s Demonstrates that UCC warranty rule is not

an effective anti-fraud tool
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"[P]lease mark your calendar — we will take them
somewhere nice for lunch. We are making a ton of
money from them.”

Bank Relationship Manager to Senior Business
Development Officer

"[T1his is our most profitable account. $1mm per year
in profit. They have asked for Eagle tickets. What
can we do?? They deserve them with all we make

from them.”

Bank Relationship Manager to Senior Business

Development Officer
40
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By CHARLES DUHIGG

Last spring, Wachavia bank
was accused in a lawsuit of al-
lowing frauduient telosnarketers
2 use the bank’s accounts to
steai millions of dollars from un-

suspecting victims. When asked )

about the suit, bank executives
said they had been unaware of
the thefts.

But newly released docu-
ments from that lawsuit nhow
show that Wachevia had Tong

kuown about allegations of

fraud and that the baok, in fact,
solicited business from compa-
nies it knew had been acrused of
tetemarketing crimes,
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF FLORIDA

UNITED STATES OF AMERICA | £

M FILED by %& Be.
WACHOVIA BANK, N.A., MAR 12 Eﬂfﬁf |
STEVEN M. LJ

Defendant. . c:aEm: U ©, DIST, crﬁ
. _. D of LA - Mian

The United States Attomey charges that,
GENERAL ALLEGATIONS
At ali times material to this Information
1. Defendant WACHOVIA BANK, N.A. was a national banking association based in

Charlotte, North Carolina. 42
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INTHE UNITED STATES DISTRICT COURY
FOR THE EASTERN BISTRICT OF PENNSYLVANIA

UNITED STATES OF AMERICA

.

DONALD HELLINGER
RONALD HELLINGER
MICHAEL WEISBERG
RANDY TROST

JAMI PEARLMAN
MICHELE QUIGLEY

THE GRAND JURY CHARGES THAT:

CRIMINAL NO. 1)

DATE FILED: February 10, 2011

VIOLATIONS:

18 U.8.C. § 371 (eonspiraey — 1 count)

18 U.5.C. § 1960 (operating an illegal money
trapsmission business - I count)

18 U.S.C. § 1955 (eperating an iHega! pambling
business ~ 1 count)

18 U.8.C, § 1084 (transmission of wagers and
wagering information ~ § counts)

18 U.S.C. § P956(=)(ZHA) (international money
faundering —~ 3 counis)

Hetice of forfeiture

INDICYMENT

COUNT ONE

At all times retevant to this indictment:

BACKGROUND

1. Defendants DONALD HELLINGER, RONALD HELLINGER,

MICHAEL WEISBERG, RANDY TROST, JAMI PEARLMAN, and MICHELE QUIGLEY

43
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Guidance to banks from FDIC, OCC and FinCEN

United States v. First Bank of Delaware

Financial Fraud Enforcement Task Force/Consumer
Protection Branch efforts to choke-off fraudsters’ access to

payment systems (DOJ, FTC, FDIC-OIG, USPIS, FBI, and
others)

May 21, 2013: FTC Notice of Proposed Rulemaking would
ban the use of RCCs in connection with telemarketing

45
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» Treasury Department regulation amended in 2011 arguably
excludes third-party payment processors from the definition
of "money transmitter” and thus is not a Money Services
Business ("MSB).

= Asingle-storefront check cashing business is a MSB and must register with
FInCEN and comply with the BSA.

= A"Bitcoin” exchangeisa MSB and must register with FinCEN and comply
with the BSA.

= But, because of the new loophole, a payment processor that originates
tens of millions of dollars of debit transactions against consumers’ bank
accounts on behalf of Internet and telemarketing merchants is not an
MSB and is not required to register with FInCEN or comply with the BSA.

46
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Questions?

Joel M. Sweet

I
I, /5]0).gov

47

HOGR-3PPP000112



ACTUAL TELEMARKETING CALL WITH A CONSUMER (7 minutes- 54 seconds).

Automated Call Verifier:

Telemarketer:

Victim:

Automated Call Verifier:

Telemarketer:

Victim:
Telemarketer:
Victim:
Telemarketer:
Victim:
Telemarketer:
Victim:
Telemarketer:
Victim:

Telemarketer:

Victim:
Telemarketer:
Victim:

Telemarketer:

Victim:

Telemarketer:

Thank you for calling the voice call verification system.

Please enter the customers 10 digit{not audible] telephone number followed by
the pound [# key]. The number you have entered is 4-7-8-9-2.

Can you say your full name?

David

After the tone, please read the long string of numbers at the bottom of your

checkbook starting from left to right.

(peep)

Now read me the numbers because the /not audible]...to me one last time from

extreme left to right. Yes?

Yes. Hello.

Hello. Yeah. All the numbers from extreme left to right.
061...Wait a minute... 06 dash, ok...

Yeah.

000 xxx slash...umm, 1{one)...wait a minute, 000.

I’m sorry?

000 xxx.

What is it?

Say what?

You have to read me the second set of the numbers. The first set of the numbers

is xxx 000 xxx, and then?
Well one was a slash in there, you know.
Uh uh. Uh uh. And then the account number.

Lets check that one.

And what is this number xxx xxx xxx xxx? You have to give me one number

right?

Well listen, I got numbers all over the bottom of this check.

OK. So just read me the first set of the number that is xxx xxx xxx. Ok. And

that is it. And what is the second set of the number?
1
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Victim:

Telemarketer:

Victim:

Telemarketer:

Victim:

Telemarketer

Victim:

Telemarketer:

Victim:

Telemarketer:

Victim:

Telemarketer:

Victim:

Telemarketer:

Victim:

Telemarketer:

Victim:

Telemarketer:

Victim:

Oh, the last number.

The second set of the number. Your account number.
3-6-double 9. |

Sir, you need to be sure... just...

I tell you...hey, I tell you what dude, you send me the info and I’'ll send you a
check ok, or I’ll send you a money order.

’m having the information in front of me — you need not have to send a check.
...this amount will be charged to you in the next 5 days, I’'m having the
information in front of me, I’m just checking the number so that we have the
right information for the proper amount, ok?

So I would appreciate if you would read me the number for the one last time.
Yeah, but I would appreciate you just let me send you a check, ok.

You need not have to send a check sir.

Huhh?

You need not have to send a check. This amount will be charged to you in the
next 5 days.

hum, hum,...you know...  don’t know you... I’ve never seen you, I’m not
looking at you. In other words,...Ijust don’t pass out my check number ...
you know what I’m talking about.

Yeabh sir... I know that, I'm having the information in front of me... I’'m just
need to check it out. Right.

Right.

...50just...yeah... I’'m having in front of me...

...but I’ll send you a money order back or a check.

...you need not have to send...we do not accept any money orders or check by
mail...this is the only payment which we are accepting toward check by phone,
ok. ... [not audible] this is for verification...right. [not audible] ...correct
information.

Dangerous game...very dangerous game....

I'm sorry?

Very dangerous game...giving out your check number. You know, hum,
private number, what have you.
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Telemarketer:

Victim:

Telemarketer:

Victim:

Automated Call Verifier:

Victim:

Automated Call Verifier:

Victim:
Telemarketer:
Victim:
Telemarketer:
Victim:
Telemarketer:
Victim;
Telemarketer:
Victim:
Telemarketer:

Victim:

Automated Call Verifier:

Sir, I’m having in front of me...you have to read me this for the verification,

right.

I’m saying that....but if them groups of sole check numbers ...check
information to other people then they will hit that bank tonight.

Listen, nobody...nobody will withdraw any money without authorization right?
It needs authorization of you...so you need not have to be skeptical about it.
Just read me the numbers for the one last time.

David

(peep)

Are you over the age of 18 and an authorized user of this account?
(peep)

[not audible] ...play again.

Are you over the age of 18 and an authorized user of this account?
(peep)

[not audible]

Is that a yes?

I’m gonna send it to you at [not audible].

and your...and this is your account right?

[not audible]

I'm sorry?

Yes... [not audible]live out of town and wife is deceased.

Uhn,uhn...and this your account?

[not audible]

Yes or No?

Yes.

After the tone please state the name and phone number of the bank where your .
checking account is located.

(peep)
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Telemarketer:

Victim:

Automated Call Verifier:

Victim:
Telemarketer:
Victim:
Telemarketer:
Victim:
Telemarketer:

Victim:

Automated Call Verifier:

Victim:

Telemarketer:

Victim:

Automated Call Verifier:

Victim:
Telemarketer:
Victim:

Telemarketer:

Victim:

Telemarketer:

Sir the name of your Bank.
Wachovia Bank.

(peep)

There is a onetime introductory fee of $4.95. Did you authorize that debit or
check [not audible]to your checking account? Correct?

[not audible]hum, $4.95 for what? $4.99?
Sir you do authorize for $4.95 correct?
One time?

Yes — one time. $4.95 correct?

One time.

Is that a Yes?

Yes...that’s a yes. |

(peep)

For your convenience the checks for any of the deposits being accepted of [not
audible]termed unpaid you do authorize us to create and submit additional [not
audible] components too, ok?
What am I gonna do?
Sir, this is for your on convenience. They say the charges that you are acquire
today does not clear your bank for any reason we will send a reprint of the same
check to your bank. OK? That’s ok?
Yeah.
After the tone, please confirm your acceptance by stating today’s date.

(peep)
ahhh, really. (laughs)
You have to state today’s date.

I hadn’t gotten my newspaper yet...That’s where I get my dates from.

OK... so I will tell you, yesterday I believe it was November 29, 2005. So
today...

Right, ok.

Sir you have to state today’s date. .
4
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Victim:
Telemarketer:
Victim;
Telemarketer:
Victim:
Telemarketer:
Victim:

Telemarketer:

Automated Call Verifier:

...ahh, November...oh, its December 1*... no, November 2019

Yesterday. It was yesterdays. You have to state today’s date.

...ahh, November 31%, that’s it if we gota 31°,

[’m sorry?

Its the 31° month... of the 30" or what.

Sir yesterday I believe it was November 29, 2005, so today

Ok...November 20™... November 30th, ahh (laughs)

is...

Wait...sir, just stay on line go the [not audiblejread about the packet, I will be
right back. Do not hang up, you got to have your stt*'fkj-lf-number at the end of

the verification. Stay on line. Ayedy

800 xxx xxxx is the customer ...

[LL IR R LA RS LS IR LRI IR LRI ad Il NI Il ad)])

CALL ENDS HERE
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Any opinions reflected in this presentation
are those of the presenter and are not
necessarily those of the Department of
Justice, or any government official,
agency, department, or branch.

The information in this presentation is
from public sources.

2
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Bernie Madoff swindled more than $40Billion.

Imagine another
Bernie Madoff
EVERY YEAR!

Congress has estimated that consumer fraud costs the public
$40 billion every year.

Which is likely to receive more attention: a single theft of

$100 million, or one million thefts of $1007?
3
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= Remotely Created Checks processed by
telemarketers and payment processors
without consumer authorization

= Phone bills used to deduct unauthorized
charges (often initiated by text message)

= Mortgage payment mechanisms used to
deduct unauthorized charges

4
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Payment Processiag Center BANK OF AMERICA NA
1-RBE6- 22381 mmgﬁzﬂj $7560- 11039

Two Hundred Ninely Nioe Doflurs

TS GHELK, 15 VA0 WITHOUT A BLUE § GREEN BACKGROUND AND AW ARTE CIAL WATERWARE Off THE BALK - MOLD AT AHGLEIDWEW '

Check #: 395336 1

Date: 1027105

29900

MARY

ALLAMUCHY, NJ 07820
For Euﬂamcﬁcwits Call (BRY) 5220022

L RN VLN
ER TR I S
i i e RIS, ke e Rard 3o AL HRRASE W Rk S e A & W w7

0000 299004
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"Demand drafts can be misused to commit check
fraud. This practice involves the misuse of
account information to obtain funds from a
person’s bank account without that person’s
signature on a negotiable instrument. . . demand
drafts have been used by deceptive
telemarketers who obtain bank account
information and withdraw unauthorized funds
from consumers' bank accounts, without their
realizing that such withdrawals are occurring. . . .”

A Guide to Checks and Check Fraud, published by Wachovia, 2003

7
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BSA/AML Examination Manual (FRB, FDIC, NCUA,

OCC, and OTS)

Bank Secrecy Act
Anti-Money
Laundering
Examination Manual

June 2005

9
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BANK SECRECY ACT/ANTI-MONEY LAUNDERING
EXAMINATION MANUAL

OBIECTIVE

Assess the adegnacy of the bauk’s systems to manage the risks associated with ifs
relationships with third-party payment processors, and management’s ahility to
implement effective monitoning and reporting systerms.

OVERVIEW

MNon-bank, or third-party, payment processors {processors) are bank customers that
provide payment-processing services to merchants and other business entities,

Traditionally, processors contracted primarily with retailers that had physical locations in
arder to progess the retailers’ fransactions. These merchant ransactions primarity
includr‘d credit card payments but alse covered automated clearing house demand
drafts" (also known as e-checks), and debit and stored value cards transactions. With
the expansion of the Intemet, retail borders have been eliminated. Processors may now
service a variely of merchant accounts, including conventional retail and Internet-hased
&stablmhmunh, prepaid travel, and Intemet gaming enterpases.

RISK FACTORS

Processors generally are not subject fo BSA/AML regulatory requiterents. As a result,
some processors may be vulnerable to money lanndering, identity theft, and fraud
schemes.

The banl’s BSA/AML risks when dealing with a processor aceount are similar to risks
from other activitiss in which the bank’s cuxlomer COUdUCtb fransactions thr
on behalf of the custumct chcnfs Wit

"% A demand drafiis a substitute for a preprimed paper cheek, T

signature but presumably with the consumer’s suthovization.

se draft js produced without s consumer

IEC BSAAML Examination Manual 121 232005

RISK MITIGATION

Banks offering account services to processors should develop and maintain adequate
policies, procedures, and processes o address risks related {o these relationships. Ata
nnnimum, these policies should authenticate the processor’s business operations and

assess their risk level. Verification and assessinent of a processor can be completed by
performing the following proceduies:

Reviewing the processor’s promotional materials, incly

online gambbng-related operations, and onbine payday lenders). For example, a

processor whaose customers are primarily offshore would be inheremily riskier than a
processor whose customers are prmanily restaurants.

s Determining whethey the processor re-sells its services to a third party w

referred fo asan

o may be

app}ma‘w}e,, Fanc : G
»  Visiting the processor’s business operations center,

Hanks that provide account services should monitor their processor relationships for any
significant changes in the processors’ business strategies that may affect their risk profile.
Bauks should periodically ye-verify and npdate the businesses® profiles to ensure the risk
assessment is appropriate.

In addition to adequate and effective account opening and due diligence procedures for
proce 50T %couma, mandgemem a’qouk n*ommr these relntmmmps foz um;sua} and

o  Merchant base,

o Merchant activities,

o Average pumber of dollar volume and number of fransactions.
e “Swipiug” vewsus “keying” volume for credit card fransactious.
) ~baedehistory...

" Gateveay arrangements are similar 1o an Intemet service provider with excess CHmputer storage capacity
whe sells jts capacity to a thivd party, who would then distribuie computer service to various other
individuals anknown to the provider, The third party would be makimg decisiens abont who would be
receiving the service, although the provider would be providing the ultimate storage capacity, Thus, the
provides bears ail of the risks while seceiving o smaller profit

FFIBEC RSAAML Exavmnation Manyal

2008

-
f ]
5,:\
I\a
3
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David XXX, Sr.
1933-2006

University Football Coach

Little League Coach

Sunday School Teacher

Husband, Father,
Grandfather, Brother

11
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PhaiorAssist

Q3 B City Line Aveane TR 463
;’ Bala Cunwyd, PA {5004

Pay to the
Ordes oft

Fifteen Dollard And 08 cents vevsusronss

Corvdnens Bank, HA
I8

*3 15.00¢
vl A

Sl Fp.
\(3’1-3('!v*t&ﬁ—!i**#ﬁ?01%;'3‘.‘a?g*bi@i‘#?#rtata(*»\

SionT RS TR AR

. SRR
waeversr PDolld ey
R TSR TR T Sehn

RN

[ HEE - Lo iy
L 12 } [n:leullﬂuhl“c!udd&]mﬂ'ﬁfﬁmuncul - Hif@»w{\‘ 6 51: \'(L__
;Mmﬂg,; Uitemg T Satutions A Sz‘sii.si‘i%’;‘:?"ggg S Hong
©50 580w S03B00IB0BE 36 E53228 LYY -"GDDDODLSDD#‘
— Save 10% to 60% on Your Medications!

e "
Save at Phamlacx;s\\
such as:

ALHE

CY¥EMmrmnacy

Nedicine
OpDE

Plus 48,000 Others
Including lndependent

Harmadine Matisnurida

pharmacies as well.

Save money on Dental Work, Doctor Vistes, Extended Care, Chiropractic,
Podiatry, Vision & Wearing Care... The list gnes.on‘and on!

Are the high costs of Prescription drugs geiting 1o you? Are you tired of alf the politiciang talking about
Prescription Drug savings but doing vothing? Are you fires of having to dig dewn deep info your
watlet to pay for yous families' presetiption: medicines? :

Ray, wis would Tike 10 det yog ia on a Titthe secres that will atlow Youdo save up &0 percent on all your
prescription drag neds,  That's Fighi, up to 50 peroens?

PharmyAssis has the-snswer anid would (ike you 10-cash the above chieck wnd activae (e m!\mbership g
thiat b besn resersd i Your name.: Yow've read the newspaper adicles and seen tie NEWs stosies on
focnt and nationat tetevision. ' Nb it's tane Tor you to start taking advantage of the Jow, Jow prices
Phanu Assist has wegntiated with Nationat Phasmacy chains, your Jocal pharmacy, and matl prder

Yoir'll receive the wedications that your Boictor preseribes al your focal Pha racy anct Fhano Assist's
wnaid arder division will provide you with cven BIGGER discounts, Fsn't it tinie yon started saving
oioneyand stopped Hstendng to the crpty promises of potiticians? Just present your BRS card at your
Flirtiacy when you drop off your presenplings. s that casyl,,. Mot convingen?

Asan extninentive, welll provide yotewitli 2 S50001 Emergency Cush Dertificatet thar younever
aeed 10 pay back! See the back of thys Tanin for degaile.

DMPHRTANT: BY SASHING UR DEPOSITING 405 CHERK | AGREE THAT | UNOERSTAND THAT MY CHECKING
ABCOURT WILL BE DEBIYED A ONE TINE SET UPFEE OR%79,08 WHICH WILLINCLUBE THE FIRST MONTHS
SEAVILE. ) ALSH BNOZRSTAND THAT MY BHECKING ACCOUNT WL TE DFBITER $18.05 PER MONTH
CORMENCINE APPROXIMATELY 30.0AYS AFTER FULFILLASERT AN EVERY 30 DAYS THEREARTEN O AN
ONGING BASIS FOR MY MONTHL Y MEMBEASHIS FEES. L GHDERSTAND THATS SIAY CANCEL THE EAMILY
HEALTH SOLUTIONS MEMBERSHEP AT ANY (IME AND BE ENDTLERTO A REFUNT OF THE CURRENT MOHTR'S
MERBERSHIF FEE 8Y CALLING CUSTOMER SERYICE AT -BU0-75-1877 Y DEPOSIRNG GR CASHING THiS
GHEGK LAUTHORIZE THESE $EES TO B DELITEN EROM MY-CHECKING ACCOUNT AS DUTLINED AGDVE,

Sincerely yours,

Coand™ BB
Caral Soble .
Director Membership Services

B, Alimited numbes of participants bave ben chosen to secelve his ofier and you're sae of the
ok anes. S8 ardenaciv v st AEEREC
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" P.O. Box 900001

D Bons 0o MORTGAGE STATEMENT
‘Vﬁ CHOVIA , NC 27675-9001 :
o ACCOUNT INFORMATION: .
' Statement Date: 10/05/06
" Loan Number:
" Interest Rate: 5.9900
NEXT PAYMENT DUE DATE: 1 1/01/06
Current Payment: $949.28
* Past Due Payment(s):
Unpaid Late Charges:
. Other Charges: ‘
Philadelphia PA 19144-3725 TOTAL AMOUNT DUE: $949.28
Home Phone #: (215)
|lll"Il'lllll"lllIIIIlllll"l'lll'llIllll!'llllllll"lllllll Customer Service Fax: 1-866-260-3962
: ‘ Customer Service Dept.; 1-866-542-9405
Property Address:
PHILADELPHIA PA 19144 ’
Activity Since Your Last Statement: -
Date - Description Principal . Interast Escrow Late Cther Total
Charge .
os/o1 Payment $175.59 $764.69 $9.00 - $849.28
09/01 | Payment $176.48 $763.62 $0.00 $949.28
10/02 | Payment $177.35 $762.93

$9.00 $949.28

Account Summary:

. Loan Balance* Interest Paid
As of 10/05/06 Year to Date

hd 5 Fa nA oy A A

Escrow Balance
As of 10/05/06

Taxes Paid
Year to Date

15
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e $20.00
meEa ,

Expostion
01/26/2005
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o o i ST
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Sign cod otorn fhs form fo daim the .
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= Provides “end-to-end solutions” for
telemarketing merchants

= Specializes in "“Bank Draft origination for
telephone transactions that may be
prohibited” by NACHA rules

18
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= PPC's Management Team

= tax fraud conviction; subject of FTC
consent decree arising out of coupon scam

» “Madame Arielle DuPont”

19
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Dollar amount of PPC drafts deposited with
Bankin 12 month period: $162,000,000

Income from RCC fees:

PPC -- approx. $8,000,000 o

20
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= Knew or had reason to know that PPC and
other third-party payment processors
serviced fraudsters

= |gnored rec

= Suppressed

flags
internal concerns and dissent

» Entered agreements to protect banks
interests over those of own customers, other
banks, other banks’ customers

21
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* Facially suspicious product offers and marketing scripts

= Grant offers
= Prescription discount cards
= Travel Programs
* Free Gift Cards
* Free Computers
* Merchants mostly based overseas and/or using foreign banks

* Exploited names of legitimate companies, such as Wal-Mart, K-
Mart, Home Depot, Carnival Cruises, AlG

22
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s PPC merchants were fraudsters well-known
to Better Business Bureaus, state Attorneys
General, and consumer protection websites
» Star Communications

= Advantage America
= Suntasia

» Bank continued to process RCCs for same

fraudsters as successive payment processers
shut down by law enforcement

23

HOGR-3PPP000140



At inception, Bank anticipated returns exceeding 35
percent (compared to approximately 1/2 of 1 percent
for all checks)

Actual returned items exceeded 5o percent
Bank charged PPC substantial fee for returns
Bank offered PPC volume discount on fees for returns

24
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= More than 5o percent of PPC’s "with entry” returns identified
on their face as:

= UNAUTHORIZED

= FRAUD
= REFERTO MAKER

» |n addition, Bank received thousands of “"without entry”
returns from other banks — each including a sworn affidavit
from a consumer alleging that the transaction was not

authorized

25
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‘ Bardmeorth, N.A.
. AFFiB&WT OF UNAUTHORIZED CONSUMER DRAFT

{Type or Print Neatly)

Bank: Banknorts Massachusells Use this form Tor drarts with e 1

Banking Center; ommonafas - SO . ka4
SRG gl : 184 POD Check
Telephong # (508) 754 - 6743 187 Check

TCusiomers Namo AChnt Numbar

P.Q. Hox

teapt Al

Woresster MA 01508
ity Glate ag Daytime Tedophony Homg Telepants

il

$1408.90 05/09/08

;) 5 [ O
Cell Oea Cizvn mum e ens ;
Hame of Company )  DevitAmount Oty of Dobit

* if you are raporting this depit 1o the Bank mare than sixty (60) days afier the dats of the statement on which it appears, the Bank will ret ra-aregit your

aconyst gnd you should ant complate this form.

Check appropriate Sestion | OR Section il

il  Draft Autharization Mas Been Revoked:

[} 1 authorized the company named above to debit My account, but | revoked ** the aishorization on
in the manner specified in said muthorization.

DRb of Revosatien
** Customer must provida Bank with 2 copy of the written revocation

-

1 further declare thal the abovs transaction was not initiated by me or by any persor acting on my behalf, In signing this
form, { understand that the Bank will reverse any credit{s) to my account if it receives proof from the payee of the draft that

L, in fact, authorized this draft.

FOR USE ON PERSONAL AGCOUNTS ONLY

nstructions:

1. Faxto Adiustmant Department OR
207-755-63156

Send a copy of the refurned liem (f evaitable) ang
the signed sifidavit through interoffice maif to:
Adlustroont Department 1E0Q~37

2. Place a stop paymsnt for the amount of the draft on the customer's account to prevent any future drafts from processing to the

acoourtt, Have customer sign Stop Payment Crder and remit form as ugual,
3. Advise customer that provisionat credit will NOT be granted an thig trensaction. Gustomer sccount will ohly be credited upon
Bank racelving credit back from draft originator. 26

Tl of Unpwthorived Conzmtor st Rev Q2004
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» PPCtransferred overseas large amounts of money
to numbered accounts and accounts in countries
known to host fraudsters.

* Bank did not require agency agreements to permit
PPC to deposit into its own accounts checks payable
to PPC’'s merchant-clients (the telemarketers).

* Business model based on large volume activity for
returns -- what is ordinarily suspect and undesired.

* Bank’s own customers often treated differently than
other banks’ customers.

30
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s Customer has liberal return policy

= Consumer complaints reflect “buyers
remorse”

= Rogue telemarketer has been fired

m Return reasons other than “unauthorized”

31
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K - HOLD AT ANGLE TO VIEW

Payment Processing Center "
1-866-223-8711 Check #: 889574 |
Date: 12/21/05
*+ 149,00 *»
[
One Hundred Forty Nine Dollars and No Cents #3444 *
|
Audwdwd B}r YmrDcposnm HU

FORT LAUDERDALE, St
For Customer Service Cal) {mp}asgﬁ%; Nﬂ Slgnalum Rﬂlulrﬂi Lo !

Buyers Club Rcfcﬁ:mt " 3751450 :
12005-337 oy

»8349574r 105 PR

. et  — e S i
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Return “volumes are tremendous” and “payment of
these items is not our normal process”

Returns Operations Supervisor to VP of Loss Management

"Nothing [PP(C] could ever do would make me
comfortable . ..”

Bank Loss Management Official after learning about Bank relationship with PPC

After Loss Management official recommended closin
PPC accounts, wrote “business line has assumed risk for
the customer and decided to keep their accounts open”

Communication between Bank Loss Management Officials

35
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To
0872372005 06:35 PM cC
Subject Guardian Marketing # 2000027007068

Tom,
8ob, Tim & | need to huddie with you on this account relationship. It is a Business Banking account, it has

been actively making deposils since 6/23/05 and there is a current balance of $743,000+ in the account.
The account came to us from 8 of A (50 we are advised by » in Bus. Bnkg.) and she is
monitoring the account. The rub is there has already been 3,430 chargebacks this month and 4,579 since
the account got rolling®. 4,579 chargebacks in 2 manths. YIKESH!I Now, the crux of the problem (in
case you haven't already guessed} is that ALL thelr dapasits are THIRD PARTY DRAFTSIlI DOUBLE
YIKES!I! Moreover, the drafts that are being deposited and are charging back, are not $99.99; these
items are all over the place in ierms of their amount. Moreover, there is another account, Suntasia,
#2000027027721. Same address, same principals. $ from the Guardian acctls transferred 1o Suntasia
and then the $ is wirad out 1o Bank of America (funny, | thought | sald they were leaving 8 of A at the
beginning of this note, didn't1??). And, there is more, but nothing more that | want to putinto a note. Bot
and i really need to talk o you on tomorrow, 8/24/05. My number is below and Bob's number is

Thanks,

LOSS Management
954.788."

36
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“Please consider the regulatory and reputational risks
involved here. We have now been put on notice that
accounts at [Bank] are being used ... to further these
schemes.

“If PPC has in place ‘a standing agreement with [Bank] to
pay all claims without dispute,’ then they know they
have rogue telemarketers in their customer base.”

Internal E-mail from Bank’s In-house Counsel after receiving
fraud warning from another bank

38
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= Intended to protect Bank’s reputation rather
than consumers

“[11f we can find a way to pay the returns. . . without sending
them back to other banks, | think that will go a long way to

preserve our reputation. The sooner the complaint gets
paid the quicker it goes away."”

Internal Bank e-mail
s Demonstrates that UCC warranty rule is not

an effective anti-fraud tool

39
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"[P]lease mark your calendar — we will take them
somewhere nice for lunch. We are making a ton of
money from them.”

Bank Relationship Manager to Senior Business
Development Officer

"[T1his is our most profitable account. $1mm per year
in profit. They have asked for Eagle tickets. What
can we do?? They deserve them with all we make

from them.”

Bank Relationship Manager to Senior Business

Development Officer
40
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= Criminal prosecution risk (banks and bank
employees)

= Reqgulatory enforcement risk
= Class action litigation risk

= Banks are uniquely situated to identify and
prevent consumer fraud

= [t's the right thing to do — even by banker
standards!

41
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Last spring, Wachavia bank
was accused in a lawsuit of al-
lowing frauduient telosnarketers
2 use the bank’s accounts to
steai millions of dollars from un-

suspecting victims. When asked )

about the suit, bank executives
said they had been unaware of
the thefts.

But newly released docu-
ments from that lawsuit nhow
show that Wachevia had Tong

kuown about allegations of

fraud and that the baok, in fact,
solicited business from compa-
nies it knew had been acrused of
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF FLORIDA

UNITED STATES OF AMERICA | £

M FILED by %& Be.
WACHOVIA BANK, N.A., MAR 12 Eﬂfﬁf |
STEVEN M. LJ

Defendant. . c:aEm: U ©, DIST, crﬁ
. _. D of LA - Mian

The United States Attomey charges that,
GENERAL ALLEGATIONS
At ali times material to this Information
1. Defendant WACHOVIA BANK, N.A. was a national banking association based in

Charlotte, North Carolina. 43

HOGR-3PPP000160



INTHE UNITED STATES DISTRICT COURY
FOR THE EASTERN BISTRICT OF PENNSYLVANIA

UNITED STATES OF AMERICA

.

DONALD HELLINGER
RONALD HELLINGER
MICHAEL WEISBERG
RANDY TROST

JAMI PEARLMAN
MICHELE QUIGLEY

THE GRAND JURY CHARGES THAT:

CRIMINAL NO. 1)

DATE FILED: February 10, 2011

VIOLATIONS:

18 U.8.C. § 371 (eonspiraey — 1 count)

18 U.5.C. § 1960 (operating an illegal money
trapsmission business - I count)

18 U.S.C. § 1955 (eperating an iHegal pambling
business ~ 1 count)

18 U.8.C. § 1084 (transmission of wagers and
wagering information ~ § counts)

18 U.S.C. § P956(=)(ZHA) (international money
faundering —~ 3 counis)

HNetice of forfeiture

INDICYMENT

COUNT ONE

At all times retevant to this indictment:

BACKGROUND

1. Defendants DONALD HELLINGER, RONALD HELLINGER,

MICHAEL WEISBERG, RANDY TROST, JAMI PEARLMAN, and MICHELE QUIGLEY

44
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inancial accountability -- thanks to federal agents,

prosecutors, and bank regulators, class action attorneys,

ocal and state law enforcement, The New York Times, and
many determined victims of consumer fraud !
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Questions?

Joel M. Sweet, AUSA
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From: Olin, Jonathan F. (CIV)

Sent: Monday, June 10, 2013 6:41 PM

To: Blume, Michael S.; Bresnick, Michael J (ODAG)
Cc: Frimpong, Maame Ewusi-Mensah (CIV)
Subject: FW: FYI on NYT story to include CIV

Nice work.

From: Frimpong, Maame Ewusi-Mensah (CIV)

Sent: Monday, June 10, 2013 6:37 PM

To: Martinez, Brian (OAAG); Taylor, Elizabeth G. (OAAG); Chilakamarri, Varudhini (OASG); Thompson, Karl (OAG);
Jacobsohn, Robin (ODAG); Starks, Geoffrey (ODAG)

Cc: Olin, Jonathan F. (CIV); Blume, Michael S.; Bresnick, Michael J (ODAG)

Subject: RE: FYI on NYT story to include CIV

Hi -

The story is online now, and is supposed to run in tomorrow’s paper:
http://www.nytimes.com/2013/06/11/business/fraud-against-seniors-often-is-routed-through-
banks.html?src=busIn& r=0 Great quotes by Mike Blume and Mike Bresnick. Kudos to them and OPA for making this
happen.

Regards,
Maame

From: Frimpong, Maame Ewusi-Mensah (CIV)

Sent: Friday, June 07, 2013 2:19 PM

To: Martinez, Brian (OAAG); Taylor, Elizabeth G. (OAAG); Chilakamarri, Varudhini (OASG); Thompson, Karl (OAG);
Jacobsohn, Robin (ODAG); Starks, Geoffrey (ODAG)

Cc: Olin, Jonathan F. (CIV)

Subject: FYI on NYT story to include CIV

Hi -

You may have already heard about this from OPA, but just in case, we wanted to let you know that there will likely be a
story in the NYT this weekend about third-party payment processors that we anticipate will favorably discuss the work
that CIV is doing in this area. Mike Bresnick and Mike Blume did an interview with the NYT on this issue generally and
our work. Apparently, it went very well, and we are hoping that the story will highlight the proactive approach we have
taken on this issue. Let us know if you have any questions or need more information on the initiative. |include a bit of
background and context below.

What are Third-Party Payment Processors?
Since very few of the fraudulent schemes we are looking at involve cash transactions, fraudulent merchants need access
to victims’ bank accounts in order to get money from them. And they are only able to take money from their victims’
bank accounts if they have a relationship with a bank, and thus access to the nation’s banking system. Banks are
reluctant to establish direct relationships with such merchants due to significant legal, financial, and reputational risks.
To overcome this obstacle, fraudulent merchants create indirect relationships with banks through third-party payment
processors. In many cases, these processors are unlicensed, unregulated, and owned or controlled by the fraudulent

1
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merchants. By using processors as conduits to gain access to the banking system, fraudulent merchants can evade and
frustrate statutes and regulations designed to require banks to know their clients, and to prevent their clients from using
the banking system to further criminal activity.

What is the Consumer Protection Branch Doing?

The Consumer Protection Branch has increasingly been trying to identify the “choke points” in fraudulent schemes so as
to make our enforcement efforts more effective since the number of fraudulent schemes and perpetrators of those
schemes is so large. Third-party payment processors represent one such choke point. Qur initiative focuses on banks
and third-party payment processors and seeks to get both to comply with their “know your customer” obligations; the
authorities we are using are civil and criminal (FIRREA, Bank Secrecy Act, wire fraud). In addition to our attorneys who
are working on this, we also have an AUSA on detail, an individual from Treasury on detail, and two USPIS agents
working on this.

Note that FINCEN circulated an advisory on this issue last year, and we participated in an interagency webinar with over
1000 financial institutions to help them understand what the law requires. Third-party payment processors is also the
focus of one of the three subgroups of the FFETF Consumer Protection Working Group, where we are working with a
number of other agencies.

Thanks!

Regards,
Maame

Maame Ewusi-Mensah Frimpong

Deputy Assistant Attorney General, Consumer Protection Branch
Civel Divesion

United States Department of Justuce

950 Pennsylvania Avenue, NW

Room No. 3129
Washington, DC 20530
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U.S. Department of Justice

Civil Division

Washington, D.C. 20530 July 8, 2013

TO: Stuart F. Delery
Acting Assistant Attorney General
Civil Division

THROUGH: Maame Ewusi-Mensah Frimpong
Deputy Assistant Attorney General
Civil Division

FROM: Michael S. Blume
Director
Consumer Protection Branch

SUBJECT:  Operation Choke Point: Four-Month Status Report

This memo addresses our efforts during the past four months to combat mass-market
consumer fraud by focusing on payment systems vulnerabilities. Our goal is to block fraudsters’
access to consumers’ funds by targeting the banks and payment processors that facilitate scams.
The scams we expect to affect — and believe we already have affected — include telemarketing
and internet scams, and internet payday lending. Many of these scams are directed at the elderly
and economically vulnerable consumers.

1. Bank and Payment Processor Investigations

In February 2013, we served subpoenas on [lllbanks requesting documents sufficient to
identify third-party payment processors and merchants with high transaction return rates. In May
2013, we served subpoenas on [Jadditional banks requesting similar information. The banks
served with subpoenas were identified as having originated transactions on behalf of suspected
consumer frauds, having outlier return rates indicative of potential fraud, or having been the
target of suspicious third-party payment processors seeking to establish bank relationships. The
subpoenas were narrow in scope and designed to elicit information to decide whether further
investigation was warranted.

The subpoena returns we have received indicate that we are on the right path. Even
before our first enforcement action, our activity has helped stem the tide of consumer fraud. As
we expected, the mere receipt of a subpoena has caused many financial institutions to reconsider
the wisdom and risks of processing payments for suspect processors and merchants. We have
substantial anecdotal evidence that our efforts are causing banks to scrutinize potential third-
party processor relationships more closely. For example, counsel for aﬂbank
informed us that, following receipt of our subpoena, the bank terminated a merchant that
processed approximately 20,000 debit transactions against consumer accounts each month with
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- U.S. Department of Justice

Civil Division

" Washington, D.C. 20530 July 8, 2013

TO: Stuart F. Delery _
Acting Assistant Attorney General
Civil Division

THROUGH: Maame Ewusi-Mensah Frimpong
Deputy Assistant Attorney General
Civil Division

FROM: Michael S. Blume
Director (/L/‘
Consumer Protection Branch

SUBJECT: Operation Choke Point: Four-Month Status Report

This memo addresses our efforts during the past four months to combat mass-market
consumer fraud by focusing on payment systems vulnerabilities. Our goal is to block fraudsters’
access to consumers’ funds by targeting the banks and payment processors that facilitate scams.
The scams we expect to affect — and believe we already have affected — include telemarketing
and internet scams, and internet payday lending. Many of these scams are directed at the elderly
and economically vulnerable consumers.

1. Bank and Payment Processor Investigations

In February 2013, we served subpoenas on- banks requesting documents sufficient to
identify third-party payment processors and merchants with high transaction return rates. In May
2013, we served subpoenas on[Jadditional banks requesting similar information. The banks
served with subpoenas were identified as having originated transactions on behalf of suspected
consumer frauds, having outlier return rates indicative of potential fraud, or having been the
target of suspicious third-party payment processors seeking to establish bank relationships. The
subpoenas were narrow in scope and designed to elicit information to decide whether further
investigation was warranted.

The subpoena returns we have received indicate that we are on the right path. Even
before our first enforcement action, our activity has helped stem the tide of consumer fraud. As
we expected, the mere receipt of a subpoena has caused many financial institutions to reconsider
the wisdom and risks of processing payments for suspect processors and merchants. We have
substantial anecdotal evidence that our efforts are causing banks to scrutinize.potential third-
party processor relationships more closely. Forexample, counsel for a bank
informed us that, following receipt of our subpoena, the bank terminated a merchant that
processed approximately 20,000 debit transactions against consumer accounts each month with
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payment processors servicing mostly high-risk merchants, including a considerable number of
Internet payday lenders, after receiving our subpoena. Two banks have self-disclosed that they
had relationships with payment processors servicing suspected fraudsters. Other banks have
notified us preliminarily that they have identified processor relationships that raise concerns. We
learned that a large Internet payday lender decided recently to exit the business due to difficulties
securing a bank or payment processor relationship. Counsel for third-party payment processors
have intimated that banks are requiring more information about merchants before accepting their
business. Counsel for banks have complimented our investigatory approach. And our regulatory
partners are benefiting from our initiative as well; an FTC attorney recently informed us that
banks now are taking more seriously the FTC’s fraud investigations.

We have designed a process to review the banks’ document productions and to distill
information that will assist us in deciding whether further investigation or action is appropriate.
For each bank, we prepare a summary of the bank’s processor relationships, return rate history,
merchant identification and consumer history (based on the FTC’s Sentinel database), and other
pertinent information. When completed, our DOJ team considers alternative courses of action
for each bank, including criminal prosecution, FIRREA civil actions, and referral toan
appropriate regulator. The FDIC has volunteered two attorneys from its Depositor and
Consumer Protection Branch to assist with this review.

Based on this initial analysis, the Consumer Protection Branch has formed investigative
teams to delve deeper into specific banks and payment processors that produced troubling return-
rate information and other evidence of potential fraud. The following sections briefly describe
some of the information we have collected on these entities.

! We anticipate several additional investigations will be justified after analysis of documents received from various
banks.
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IL. Merchant Investigations and Internet Payday Lending

Given the breadth and complexity of the bank and processor investigations and resource
constraints, we must forgo in-depth investigations into many of the fraudulent merchants that are
using the banks and processors to steal consumers’ funds. Nevertheless, we have our eyes open
for merchant targets that fall within such high priority areas as service member fraud and pay-
day lending.

We have been engaged in an ongoing discussion with CFPB concerning the Internet
payday lending industry. Internet payday lending is challenging from a law enforcement
perspective. Lending generally is governed by state law. State authorities, however, are stymied
in their efforts to combat unlawful lending, in part due to a lack of jurisdiction over Internet
payday lenders. We have tentatively agreed with CFPB to determine whether there are payday
lenders that would make good targets of federal investigation, and a structure for joint analysis of
evidence. Despite past inconsistency with respect to CFPB’s offers to work with us on this |
effort, CFPB’s Director of Enforcement has approved our proposal for a joint approach. We are
working out details and hope to begin in the coming weeks.

In the course of our investigations, we have learned of U.S. Military Lending Corp., an
Internet payday lending company targeting military families. During a five-month period, U.S.
Military Lending originated 87 debit transactions against consumer accounts with an average
monthly return rate of 61 percent. Although the number of transactions is low, the high return
rate justifies further scrutiny. We are preparing a request for authority to serve a FIRREA
subpoena on U.S. Military Lenders to determine whether the company’s activities violate any
FIRREA predicate crimes.

We also have served subpoenas on banks and payment processors that are facilitating the
Internet payday loan industry, in an attempt to learn more about their practices. We believe that
Internet payday lending as it is practiced violates a variety of state lending laws, as well as
arguably the Electronic Funds Transfer Act and its implementing regulations (Regulation E).
Ultimately, if we can induce banks and payment processors to stop facilitating transactions by
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Internet payday lenders that make unlawful loans, we will be attacking the problem at a much
broader level.

I11. Engagement with Other Agencies

A. Treasurv Department

The Treasury Department’s Office of Terrorist Finance and Financial Crimes (“OTFFC”)
has an interest in the roles of payment processors and banks in the facilitation of fraud. They
have asked us to participate in two projects. First, OTFFC is drafting a National Money
Laundering Threat Assessment, an effort to document major money laundering risks and threats.
The threat assessment will serve as the basis for future policy and legislative proposals. OTFFC
would like to include our input and data in the threat assessment. Second, OTFFC has asked that
we provide information to the Money Laundering Task Force, a multi-agency effort to review
and prioritize the government’s efforts to combat money laundering.

We are apprehensive about diverting resources from our investigations toward these
efforts. We recognize, however, that deeper cooperation with Treasury will increase the
financial regulatory community’s focus on consumer protection. Moreover, some at Treasury
agree with us that recently created regulatory gaps that exclude third-party payment processors
from the registration and oversight regime constitute a significant risk to consumers, and also
seriously hamper DOJ’s ability to effectively use criminal statutes, such as 18 U.S.C. § 1960 —
Operating an Illegal Money Transmitting Business, to prosecute illicit payment processors. Our
participation in Treasury’s Threat Assessment and Task Force will support those efforts.

B. The Federal Reserve Bank — Atlanta

The Federal Reserve Bank — Atlanta (“FRB-A") is one of the nation’s primary clearing
houses for ACH transactions, and also is a major clearing house for checks. FRB-A also acts as
a primary or secondary regulator for many of the nation’s banks. In its role as an ACH
clearinghouse, FRB-A monitors banks with high return volume. FRB-A communicates with
banks experiencing abnormal ACH activity.

On May 28, 2013, we held a three-hour meeting with the FRB-A in Atlanta. The
meeting, which included the FRB-A’s General Counsel and other senior officials, focused on the
operation of the payment systems, information available from that system, processes for
obtaining information, abilities to surveil high return rates, and specific case-related matters. In
addition to Joel Sweet and two USPIS Inspectors who travelled to Atlanta, participants included
approximately 20 Trial Attorneys, AUSAs, FTC counsel, and investigators who participated by
telephone. We have cemented a good working relationship with Richard M. Fraher, Vice
President and Counsel to the Retail Payments Office, and his staff. FRB-A has requested that we
participate in upcoming risk forums on critical issues such as the quality of authorizations that
the payment system should rely upon.
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FRB-A has reports, data, communications with and among banks, and other information
that would assist our efforts to combat consumer fraud. FRB-A has expressed its desire that we
obtained this information through subpoenas. We are discussing with the FRB-A whether it
could share information based upon formal letter requests, as is the practice at the FDIC and the
OCC. If that is not possible, we will draft subpoenas requesting the information on the
possession of the FRB-A.

C. NACHA - Electronic Payment Association

NACHA is the association that governs the ACH payment system. On July 2, 2013, CPB
and FTC hosted Jane Larimer, Executive Vice President and General Counsel of NACHA.
Participants included (in person and by telephone conference) more than 100 law enforcement
agents and investigators, government attorneys, and regulators from DOJ, FTC, CFPB, FDIC,

"OCC, USPIS, FBI, SIGTARP, Treasury, various USAOs, and other agencies. Larimer provided

a tutorial on the ACH payment system, including its operating rules, the roles of the key players
(merchants, processors, banks), monitoring of the ACH system, fraud trends and detection,
special considerations for third-party payment processors, and information available to
investigators and the process for obtaining such information.

D. FDIC — Office of Inspector General

We met with officials of FDIC’s Office of Inspector General to discuss our initiative and
investigative resources needs. FDIC-OIG supports of our work and has established a liaison to
work with us. Agent support may be available on a case-by-case basis. We are actively
considering which part of our initiative would benefit most from their resources.

E. SIGTARP

Following a recent presentation about Operation Choke Point at Payments Fraud
Working Group meeting hosted by DOJ’s Criminal Frauds Section, the Office of the Special

~ Inspector General for the Troubled Asset Relief Program (“SIGTARP”) requested an opportunity

to meet with us to discuss its support of our investigations. Following an initial meeting,

- SIGTARP informed us that it has received all necessary approvals and that its leadership is fully

supportive of SIGTARP agents supporting our cases. SIGTARP has more than 70 agents
dedicated to illegal activity relating to banks that received TARP funding. We are actively
considering which part of our initiative would benefit most from their resources. At least [lllof
the banks we have subpoenaed also received TARP funds, and therefore are within SIGTARP’s
jurisdiction.

F. State Banking Regulators/LE

We have received calls of interest from the attorneys general of several states, including
North Carolina, Texas, New York, and Illinois. State banking officials in_
have offered assistance in our investigations against banks in their states. On July 1, 2013, we
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to explore
opportunities for collaboration. Based on our discussions, instructed the head of the
Consumer Protection office of the Attorney General to develop strategies and resources to
address banks that provide services to scammers, and an enforcement plan relating to Internet-
based payday lending.

G. Internal DOJ Training

Travel funding and time permitting, we intend to offer U.S. Attorney Office’s training in
payment systems/mass market fraud prosecution under FIRREA. Such training will
institutionalize the knowledge we have learned and expand the team of federal attorneys that can
target banks and processors that facilitate fraud.

H. FTC’s Proposed Change to the Telemarketing Sales Rule

The FTC has proposed an amendment to the Telemarketing Sales Rule that would
prohibit use of Remotely Created Checks (“RCCs”) for use in telemarketing transactions. We
have seen numerous instances in which fraudsters have used RCCs to illegally debit consumers’
bank accounts without their authorization. We intend to draft a comment to the FTC’s proposed
rule by the July 29, 2013, deadline for submitting comments.

Iv. Related Area of Inguiry — Emerging Payment Systems

Third party payment processors make up a major channel through which fraudsters take
money from consumers, but there are others. We are attempting to develop a better
understanding of consumer fraud risk posed by emerging payment systems. We also are
attempting to establish relationships with payment-related businesses so that we can benefit from
their first-line experience with consumer fraud, and to strengthen potential cooperation in
investigations. We have met with Green Dot, E-Bay, PayPal, and Netspend. A meeting is being
scheduled to meet with AMEX, which recently has launched a pre-paid card with Wal-Mart.

V. Next steps

As described in this memo, we have formulated a successful plan for the initiative and
have made significant progress in its implementation. The plan entails:

1) Continuing to identify banks-and payment processors that engage in questionable
conduct to determine whether a subpoena is warranted;

2) Reviewing subpoena returns to find the most egregious conduct by banks and
payment processors and initiating investigations where appropriate;

3) Recruiting the investigatory and prosecutorial resources needed to pursue the specific
cases;

10
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4) Bringing civil and criminal enforcement actions to stem the tide of consumer loss and
further deter the banking industry from providing fraudsters access to consumers’
bank accounts;

5) Learning from those knowledgeable about the payment processing systems,
implementing that knowledge in our investigations, and teaching regulators and law

enforcement to enable them to join the fight; and

6) Formulating legislative and/or regulatory means for fixing the unregulated world of
third-party payment processors.

In sum, we have made real, tangible progress in our initiative to date. More time is
necessary to move all of these plans forward.

(Goldberg, Sweet, I IEIR

11
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UNITED STATES DEPARTMENT OF JUSTICE - TIVIL DIVISION
CORRESPONDENCE TRACKING SYSTEM

ID: 67533 Executive Sec #: Cover Sheet Date: 07/09/2013
Document Type: Litigation Document Date: 07/08/2013
Fle Code: Deputy for Consumer Protection Branch Date Received. 07/09/2013
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Maame Ewusi-Mensah Frimpong, DAAG, Civil Division

Payment Processor investigation - Request for Issuance of Subpoena to Internet Website

Registrar

Maame Ewusi-Mensah Frimpong: Review and comment
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Time Frame: "We request your approvai by July 12, . Ihere are no external deadlines,

However, we believe the information received in response to this subpoena may support an
Anti-Fraud Injunction Act action to prevent a large ongoing fraud. Prompt service also is

necessary to avoid the risk of information loss,"
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U.S. Departineit of Justice

Civil Division

Washington, D.C. 20530
July 8, 2013

TO: Stuart F. Delery
Principal Deputy Assistant Attorney General
Civil Division

Deputy Assistant Attorney General

/
THROUGH: Maame Ewusi-Mensah Frimpong M WV{ P
Civil Division

FROM: Michael S. Blume r\/
Director

Consumer Protection Branch

SUBJECT: . Payment Processor Investigation — Request for Issuance of Subpoena to
Internet Website Registrar

Time Frame

We request your approval by July 12, 2013. There are no external deadlines.
However, we believe the information received in response to this subpoena may support
an Anti-Fraud Injunction Act action to prevent a large ongoing fraud. Prompt service
also is necessary to avoid the risk of information loss.

Recommendation

We seek authorization to issue a subpoena under the Financial Institutions
Reform, Recovery and Enforcement Act of 1989, 12 U.S.C. § 1833a(g)}(1)(C)
(“FIRREA”). The subpoena would be directed to the entity described below.

Case Summary

In February 2013, we served subpoenas upon several banks and third-party
payment processors in furtherance of Operation Choke Point, a multi-agency task force
combating mass-market consumer fraud through a focus on payment systems. One of the
subpoenas issued was to
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The subpoena was reviewed and approved by CCIPS to assure compliance with
the Electronic Communications Privacy Act.

Discussion

Fraudulent Internet businesses frequently hide their identities by employing a
variety of short-lived websites and by incorporating through various shell entities. These
techniques impose investigative obstacles for law enforcement through concealment of
the identities of the individuals engaged in what appears to be fraudulent activity, and
through the ephemeral nature of electronic evidence, which can be rapidly changed and
destroyed. The requested subpoena is designed to overcome these obstacles by providing
information about the individual who has created and used these Internet websites, and
preserving the evidence in an appropriate form.

Typically, an Internet website is created through hiring a “domain name
registrar,” an entity that manages the reservation and registration of Internet domain
names. Numerous domain name registrars operate throughout the world, but all do so
under the auspices of the Internet Corporation for Assigned Names and Numbers
(ICANN), a nonprofit entity with headquarters in Los Angeles, California. Domain name
registrars must be accredited by ICANN in order to register domain names. Typically, an
individual or business wishing to create a website will hire a registrar, thus designating
that registrar for the Internet domain name that the individual wishes to operate, normally
on the World Wide Web.

Many domain name registrars also provide hosting services, meaning that they
will store an end-user’s website pages on Internet-connected computers owned by the
registrar. Thus, instead of having to purchase and maintain suitable equipment to
establish an Internet presence, a customer of a registrar providing these hosting services
can merely “rent” space for their website.
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Conclusion

We request that you sign the attached FIRREA subpoena intended to obtain
information about the individuals and entities responsible for each of the above websites.

(Goldberg/Sweet/'
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UNITED STATES DEPARTMENT OF JUSTICE - CIVIL DIVISION
CORRESPONDENCE TRACKING SYSTEM

D: 67536 Execulive Sec # Cover Sheet Date: 07/10/2013
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From: Michael S, Blume, Director, Consumer Protection Branch

Subject. Payment Processar investigation - Request for Issuance of Subpoena to Banks Identified as
Originating Debits on Behalf of Fraudulent Merchant

Commenis. Maame Ewusi-Mensah Frimpong: Review and comment
Stuart F. Delery: Sign [ ubpoenas
Time Frame: "We request your approval by July 12, 2013, There are no external deadlines.
However, we believe the information received in response to this subpoena may support an
Anti-Fraud Injunction Act case to prevent a large ongoing fraud. Prompt service also is
necessary to avoid the risk of information loss.”

Actions: Assigned To Initials Date Assigned Finished
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U.S. Department of Justice

Civil Division

Wasiingron. 0.0, 20530 July 8, 2013

TO: Stuart F. Delery
Acting Assistant Attorney General
Civil Division

Deputy Assistant Attorney GeneralVi~

THROUGH: Maame Ewusi-Mensah Frimpong M;H-F
LW
Civil Division /

/

FROM: Michael S. Blume
Director \4"'"”
Consumer Protection Branch

SUBJECT; Payment Processor Investigation — Request for Issuance of Subpoena to
Banks Identified as Originating Debits on Behalf of Fraudulent Merchant

Time Frame

We request your approval by July 12, 2013. There are no external deadlines.
However, we believe the information received in response to this subpoena may support
an Anti-Fraud Tnjunction Act case to prevent a large ongoing fraud. Prompt service also
is necessary to avoid the risk of information loss.

Recommendation

We seek authorization to issue subpoenas under the Financial Institutions Reform,
Recovery and Enforcement Act of 1989, 12 U.S.C. § 1833a(g)(1)(C) (“FIRREA”). The
subpoenas would be directed to the entities described below.

Case Summary

‘These subpoenas are requested in furtherance of Operation Choke Point, a multi-
agency task force combating mass-market consumer fraud through a focus on payment
systems.
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We intend to request that the banks comply promptly with Part A of the subpoena,
which calls for information that would further our potential injunction action, and offer
an extension to the banks to comply with the Part B requests,

Conclusion

We request that you sign the attached FIRREA subpoenas.

{Goldberg/ Sweet-
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" P.O. Box 800001

MCHOVIA Raleigh, NC 27675-9001

MORTGAGE STATEMENT
ACCOUNT INFORMATION:

Statement Date: 10/05/06
" Loan Number:
" Interest Rate: 5.9900
NEXT PAYMENT DUE DATE: 11/01/06
Current Payment: $949.28
+
P
U
. O
i o ~ TC 349.28
Philadelphia PA 19144-3725 » Other
Illl"Illlllll"llll'llll'll"lllll'IlIIIII!IHIIIIII"III'II' Cu
’ ‘ Cur
' sgow
Property Address; $9'°o
PHILADELPHIA PA 19144 $9'0°
Activity Since Your Last Statement: -
Date - Description Principal . Interest Escrow lal
4
03/01 Payment $175.58 $764.69 $949.28
09/01 | Payment $176.48 $763.82 $949.28
10/02 | Payment $177.35 $762.93 $949.28
Account Summary:
. Loan Balance* Interest Paid Escrow Balaruo 1axes raid
As of 10/05/06 Year to Date As of 10/05/06 Year to Date

MA PN Ared NN Ll A WY A -~a ax
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David XXX, Sr.
1933-2006

University Football Coach
Little League Coach
Sunday School Teacher

Husband, Father,
Grandfather, Brother
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. Imeojhiihcbbcapbemiiiebhcaas justin@paymentprocessingcenter.com

= 0000000353 |
© 00000000DBB3FDSATBSECS4EB7ADCITFEBDS131424232100

: To the fine people that made hellish phone abuse a little more bearable,

T o i Br 0 s n Fors wnonBolonss sz evp spemseamar 2 libten Ionee taddiasie mmed & Hidla cnares

| . | am glad to have shared the daily
death-threats, hate-filled rants, and ignorance with all of you. { think
sometime in the next couple weeks | may almost (in some kind of sick way)
miss the sound of shit-kickers screamed obsenities over the verification
playback.

bacon-speckled tomato soup, dealt with a phonebook’s worth of customer
callbacks, and a lot of soggy bread from the sandwich club. _
When you come into work on Monday don't be sad that my cute little ass isn't

around, be happy... because finally one of us will get to know what daylight
Inples lilea Aurinn o jueekrav lnet remambar my_emilinn fang and hnvieh nnnd

it

“ | know the customer |
service number and I'm not afraid to call with my bank rep on the line)
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Now, as | hang up my Steno Pad and descend back in to a world of
relative normality | would like to say THANK YOU to everyone.

Side note to Michael: How much. @xa@tsy do 1 owe you for the knowledge that
it takes a total of 16 combined brain cells and teeth to provide your bank
account information to a stranger on the phone to order something with as
stupid a name as Washba?ﬁs"? or; the kmwﬁedge that old people are just plain
easy to trick’?

stay in touch,
Justin

HOGR-3PPP000190



At inception, Wachovia anticipated returns exceeding
35 percent (compared to approximately 1/2 of 1
percent for all checks)

Actual returns exceeded 5o percent
Wachovia charged PPC substantial fee for returns
Wachovia offered PPC volume discounts on return fees

11
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) Banknority, N.A.
AFFIDAVIT OF UNAUTHORIZED CONSUMER DRAFT

{Type or Print Neatly)

Banlc Hanknorth Massachusstls
Banking Center: &
Telephong #: {5083 754 - 6745

, Use this form Tor drafts with fie
T T following tran codes anly:

184 POD Check
187 Check

ACTRIN NUMbar

T Steapt A8, &, P.Q. Hox
Worcester MA 01504
Tty Glate a Daytme Tedephony Homg Telepants -

HOMZED

Check appropriate Section ] OR Section II:

»

[} 1 authorized the company named above to debit My account, but | revoked ** the aishorization on
in the manner specified in said muthorization.

DRb of Revosatien
** Customer must provida Bank with 2 copy of the written revocation

1 further declare thal the abovs transaction was not initiated by me or by any persor acting on my behalf, In signing this

form, { understand that the Bank will reverse any credit{s) to my account if it receives proof from the payee of the draft that
L, in fact, authorized this draft.

~Sslender Sigritirs {reallisd)

FOR USE ON PERSONAL AGCOUNTS ONLY

nstructions:

1. Fax to Adjustment Department OR Send & copy of the refwned lem (f eveilable) and
207-755-6315 the signed sifidavit through interoffice maif to:
Adlustroont Department 1E0Q~37

2. Place a stop paymsnt for the amount of the draft on the customer's account to prevent any future drafts from processing to the
acoourtt, Have customer sign Stop Payment Crder and remit form as ugual,

3. Advise customer that provisionat credit will NOT be granted an thig trensaction. Gustomer sccount
Bank racelving credit back from draft originator.

will ohly be credited upon

Tl of Unpwthorived Conzmtor st Rev Q2004
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To

08/23/2005 06:35 PM cC |
Subject Guardian Marketing # 2000027007068

Tom,

8ab, Tim & | need to huddie with you on this account relationship. It is a Business Banking account, it has
been actively making deposits since 6/23/05 and there is a current balance nf $743,000+ in the account.
The accoun! came to us from B of A (50 we are advised by » in Bus. Bnkg.) and she is

e PR i® o omha mmmmiasmdA WAL on b P A mmm e b mm b e e i " AP b e bl e m il Aamd F EPPA Ataimn

'ALL thelr deposits are THIRD PARTY DRAFTSIlI DOUBLE

YIKESHI!

YIKES!I! Moreover, the drafts that are being deposited and are charging back, are not $99.99; these

items are all over the place {n terms of their amount. Moreover, there is another account, Suntasia,
#2000027027721. Same address, same principals. $§ from tha Guardian acct Is ransferred to Suntasia

and then the $ Is wired out to Bank of America (funny, | thought | sald they were leaving B of A at the
haninninn nf thic nata didn't 177} _And._ thera ig. morg  hut nathjno mara that | waot tn. outintg a note.  Bob _

And, there is mare, but nothing more that | want to put into a note. Bob

and 1 really need 1o talk 0 you on tomorrow,

Thanks,

13
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"[P]lease mark your calendar — we will take them
somewhere nice for lunch. We are making a ton of
money from them.”

Bank Relationship Manager to Senior Business
Development Officer

"[T1his is our most profitable account. $1mm per year
in profit. They have asked for Eagle tickets. What
can we do?? They deserve them with all we make

from them.”

Bank Relationship Manager to Senior Business

Development Officer
15
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FTC investigations

Victims/Sentinel

Bank regulators

Clearing houses (exception reports)
Ongoing investigations (cooperators, banks)

17

HOGR-3PPP000197



Mass-market scammers need access to payment systems (RCC's, ACH, CC)
to take consumers’ money. Without bank access there are no unauthorized
withdrawals.

Banks are stationary (no “whack-a-mole”), requlated, and are concerned
about reputational risk.

Banks already are required to have systems in place to prevent criminals
from accessing the banking system.

Cutting off the scammers’ access to the payment systems is relatively
efficient and fast, and protects consumers prospectively as we investigate.

18
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Civil injunction to stop fraud during pendency of criminal
Investigation

= Predicates are wire fraud, mail fraud, healthcare fraud, banking
violations

Asset restraints

Receiver

Civil discovery — presumptions regarding Fifth Amendment
Favorable legal standards (harm presumed, probable cause)

19

HOGR-3PPP000199



= Civil action (standards/discovery/presumptions)

» Fraud affecting a federally-insured F

= Predicates -- wire fraud, mail fraud, other

m Relief -- penalty equal to amount of
defendant’s profit or victim’s loss (no
provision for restitution)

s FIRREA subpoenas (documents and testimony)

20
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Criminal statute

Owners, managers, operators
Money transmitting affecting interstate commerce

= Without state license where required

= Failing to register with Treasury as a "Money
Transmitter”

» Where funds are known to be derived from a
criminal offense

Maximum sentence -- 5 years + fines

21
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» Treasury Department regulation amended in 2011 arguably
excludes third-party payment processors from the definition

of "money transmitter” and thus is not a Money Services
Business (*MSB").

= A payment processor that originates tens of millions of
dollars of debit transactions against consumers’ bank
accounts on behalf of Internet and telemarketing
merchants may not be an MSB and may not be required to
register with FINCEN or comply with the BSA.

22
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We've issued more than 5o subpoenas to banks and TPPPs.

Several active criminal and civil investigations.
Banks are self-disclosing problematic TPPP relationships.

Banks are terminating TPPP relationships and scrutinizing
scammer relationships.

Internet Payday lending — collateral benefits.

Investigative support from USPIS, FBI, SIGTARP, USSS

23
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Look to payment system for evidence and potential defendants.

If there is a bank involved, contact its regulators and ask them to
examine possible unsound practices.

Where possible, share information with other agencies (federal, state,
local).

Consider contacting the bank at the outset of the investigation. Some
banks will immediately terminate fraudsters once on notice. Others
wont, but they’ll be on notice.

Some bankers are not too smart — you may have to push their noses into
the muck before they smell it.

24
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Operation Choke Point contacts at the
Consumer Protection Branch

Rich Goldberg

202

Joel Sweet

20>

25

HOGR-3PPP000205



CONSUMER
PROTECTION
BRANCH

July 18, 2013
CPB - FTC Joint Training Event
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TOPICS

CPB Management and Staff
CPB’s Role
What Types of Cases Do CPB Attorneys Handle?

Work Associated with the FTC

Payment Processing - what we have been doing
recently, and where we are headed

Information/Evidence gathered by FTC in Civil
Investigations May Lead to Development of
Criminal Prosecutions
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Consumer Protection Branch

Mike Blume, Director
Jill Furman, Deputy Director
Rich Goldberg, Assistant Director
Jeff Steger, Assistant Director
Andy Clark, Assistant Director

CPB has approximately 40 attorneys who participate in a nationwide
practice.

CPB has approximately a dozen paralegal specialists who excel at
litigation support and are well versed in modern technologies for efficient
and effective courtroom presentations.

202-616-0219
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CPB’s Role

The Consumer Protection Branch (CPB), a branch in
the Civil Division of the Department of Justice (DOJ),
enforces through civil litigation and criminal
prosecutions a number of Federal statutes that protect
the public health and safety, and protect consumers
from unfair practices.

See 28 C.FR. § 0.45(j) for a list of Federal statutes
which the branch has long enforced.

Other consumer issues are addressed with additional
tools such as conspiracy, mail fraud, and wire fraud
statutes.
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Traditional areas of enforcement

Newer areas of enforcement

What types of cases do
CPB attorneys handle?

Federal Trade Commission Act and other FTC-related statutes
Food, Drug, and Cosmetic Act

Consumer Product Safety Act

Mail and Wire Fraud violations aimed at defrauding consumers
National Highway Traffic Safety Administration/odometer fraud
Defend certain federal agencies against lawsuits

Financial fraud
Mortgage fraud
Immigration services fraud
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Which agencies do
CPB Attorneys work with?

 CPB Attorneys work with various client agencies,
including:
* Federal Trade Commission
* Consumer Product Safety Commission
* Food and Drug Administration

* National Highway Traffic Safety Administration in the
U.S. Department of Transportation
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CPB'’s Partnership with FTC

Our mission:

* Partner with FTC to protect consumers from deceptive
trade practices.

* To work with FTC in bringing civil enforcement actions
for civil penalties and injunctive relief.

* To complement these civil efforts by bringing criminal
prosecutions (criminal contempt, conspiracy, mail and
wire fraud).
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Some Recent FTC matters

« Recent civil referrals
e Work at home schemes

Do Not Call violations

Credit repair
* Recovery schemes

 Recent criminal referrals:
 Immigration services fraud
 Debtrelief
 Loan modification
* Cramming
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CPB’s Work on
FTC-Related Matters

Conduct witness interviews and proffer sessions with
subjects and targets of investigations.

Appear before Grand Juries to investigate alleged
criminal conduct.

Handle significant document review work through a
hands-on approach as well as through directing
government agents who work with our office.

Develop litigation strategies.
Draft charging documents, and legal filings.
Handle hearings and conduct trials.
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Operation Choke Point
Multi-agency effort to combat
mass-marketing fraud by focusing
on payment systems used to take |
consumers money without
authorization.
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Simple propositions

Mass-market scammers need access to payment systems (RCC’s, ACH,
CC) to take consumers’ money.

Cutting off the scammers’ access to the payment systems is relatively
efficient (compared to investigations and litigation against scammers)
and protects consumers prospectively as we continue to investigate.

Evidence of “willful blindness” is sufficient to support a criminal fraud
convictions.

Banks already are required to have systems in place to prevent
criminals from accessing the banking system.

Banks are stationary (no “whack-a-mole”), regulated, and concerned
about reputational risk.
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Incentives to Induce Authorization

Cusnimacee Gipk, (A

. AL Tehiciats)
PHIrm A

A5 B City Line Avaniie Pl 463
?’ Bata Cynwyd, PA {19004

Pay ta the
Order of:
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Fifteen Dolire 244"

[ RS
QQ cents vww?ntaﬂ'*a%n*cnu-nunwvw.wuva
BORRORT R EUR L) wE

iy L
. ttastudedinbalibhdddleaddilibn g Hox
Cspmaiticng T Soludiens 8

PEOLSAE®  CO3B00MA08K 36 5509225 B #000DD0O LS00

. Save 10% io 60% on Your Medications!
at aclas Y .
Save :u;l: 1’:‘“5 Save money on Dentul Waork, Boctor Visits, Extended Cuare, Chiropractic,
- Podiatry, Vision & Hearing Care... The lst gnes onand on!

Are the high costs of Prescription drups petting to you? Are
Preseription Drug savings tut doing nething? Are your tired
wallel 10 pay for your families' prescription medicines?

von tired of Alf the politicians talling shont
of having to dig down deep into your

Roy, we would tike to It you i on x litthe seeret shat will alow yoi to save up 1660 percent on all your
prescription drugnesds. That's vight, up to 60 percent!

Phrav Assist s 0i¢ insviee and would like you:tocash the-above dieck and activaie the wititbership ©
that: buis beeiy vescrved in yare fitne:: You've read the uewsprper anicles and seen the news stories on
toeal and national tefovision, N"ow 195 tinwe fie you 10 stast tuking advantage of the tow, Jow prices
Pliarm Asyizt has negotiated with Mationut Pliastaacy chains, your local pharmazy, snd maitorder
phacmacies as well.

Yaul receive the medicatious that your Boctor prescrities

. atyour focal- Phisrmacy anl Pharm Assist's
chcuge rwail peder division will pravide you with even BIGGER diseonats. Tsa'tit time vou started saving
toppee moneyand stopped listesing to the cinpty prowises of politicians? Just present vour FHS card at your
e Fhanmacy when yon drop of yous prescriptions. IU's that easy!.,. Mot convineed?

Asan exter inCealvE, el providde you with 1 500,00 Emetgeacy Cash Certifionte™ tatyou sever
need ¥ pay backt Seatbie back of tWds Tor for details:

IMPOBIARY; BY CASHING UR BEPOSITING TINS CUECK § AGHREE THATT UBDERSTAND THAT MY CHERHING
AECOUNT WILL BE HENCED A ONE 1IME SET UPFEE 0F $75.65 WHICR WILL CLUBETHE FIRST MONTHS
SENVICE. {ALSOURDERSTAHD THAT 81Y CHELRING ACZOINT WiLY REDESIFED $16.35 PER MGHTH,
GOMMENCHA RPPRUXIVATELY S0 DAYS AFYER FULEILLMENT AN EVERY.S0 DAYS THEREAFTER 0N AN
ONBTING BASIS FURMY SIONTHLY MENBERSHIE FEES. | UNDERSTAKD THRT 3 MR CANCEL THE FAMILY
HEALTH SULUTIONS MEMDERSHIP-AT ANY BME AND BE ENTITLED T0 A REFUND OF THE CUNIRENT ROIBN'S
MEMBERSHIP.FEE NY CALLING CUSTOMER SERVIGE AT 1-H00-755-067 8. BY DEPOSITING OR CASHING THIS
CHEGKT AUTHORIZE THESE FEES TO BE DISITED FROM MY CHECKING ACEOUNTAS DUTLINED: ABOYE,

Stncerely yours,
Tt 5L

Carol Scble .
Dircctor Membership Sesvices

Plus 48,000 Others

Including independent | PS. Alimitsd ramber of paiticipants tive been choseri 1o receive this offecand you're one of the
“harmacine Matiosiae & lidkos ones, Cashor dencein ciom minnt, | Nioia%
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Incentives for Purported Authorization
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From Target Gift Card to Automated
Electronic Mortgage Payment

P.0. Box 500001 MORTGAGE STATEMENT

MCHOVIA Raleigh, NG 27675-9001
. AGCCOUNT INFORMATION:

Statement Date: 10/05/06
" Loan Number:
" Interest Rate: 5.9900
NEXT PAYMENT DUE DATE: 11/01/06
Current Payment: $949.28
’ Ps
Ur
. O
; in TC 349.28
Philadelphia PA 19144-3725 , y Other
IlllI"Illllll"llIIIIIll'll"llllI'IlIIIII!I!II'IIII"IIIIII' Cu
’ ’ Cu
. - . sgim
Propertv Address: ‘ . sg'oo
PHILADELPHIA PA 19144 $90°
Activity Since Your Last Statement: ‘ B . S
Date - Description Principal . Interest Escrow lal
<
o8/o1 Payment $17559 $764.69 $949.28
09/01 | Payment $176.48 $753.82 $odo.28
10/02 | Payment $177.35 $762.93 ' $949.28
Account Summary:
. Loan Balance* interest Paid Escrow Balar.o ) raaes raid
As of 10/05/06 Year to Date As of 10/05/06 Year to Date

MAPPN A AN o mAAn s -a a-
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Incentives to Induce Authorization

—TTY Y
| mz% | 1 * Sl
Exctmey For

o o i ST

PHILADELFIEA PA 19184 37

cad retura thu form to duim the |
:li': 00 Yorget GifiCard reserved for you
mmsmmnwmm
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Purported Authorization Obtained
By Telemarketer

David XXX, Sr.
1933-2006

University Football Coach

Little League Coach

Sunday School Teacher

Husband, Father,
Grandfather, Brother

HOGR-3PPP000222



The Payment Process

Yengdors

Hadiingar

st Defiovans
;

4 Telemarkaders

unnigued bank draft
crgated by PPC

asing viclim's bank

infarmation

. .
o, R
et it
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. Imeojhiihcbbcapbemiiiebhcaas justin@paymentprocessingcenter.com

= 0000000353 |
© 00000000DBB3FDSATBSECS4EB7ADCITFEBDS131424232100

: To the fine people that made hellish phone abuse a little more bearable,

T o i Br 0 s n Fors wnonBolonss sz evp spemseamar 2 libten Ionee taddiasie mmed & Hidla cnares

| . | am glad to have shared the daily
death-threats, hate-filled rants, and ignorance with all of you. { think
sometime in the next couple weeks | may almost (in some kind of sick way)
miss the sound of shit-kickers screamed obsenities over the verification
playback.

bacon-speckled tomato soup, dealt with a phonebook’s worth of customer
callbacks, and a lot of soggy bread from the sandwich club. _
When you come into work on Monday don't be sad that my cute little ass isn't

around, be happy... because finally one of us will get to know what daylight
Inples lilea Aurinn o jueekrav lnet remambar my_emilinn fang and hnvieh nnnd

w | know the customer
service number and I'm not afraid to call with my bank rep on the line)
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Now, as | hang up my Steno Pad and descend back in to a world of
relative ms’mam‘y { would like to say T’HANK YQU to everyone.

Side note to Michael: How much. @xa@tsy do | owe you for the knowledge that
it takes a total of 16 combined brain cells and teeth to provide your bank

account information to a stranger on the phone to order something with as
stupid & name as Washba?ﬁs"? or; the kmwﬁedge that old people are just plain
easy to trick’?

stay in touch, . . |
Justin | | - ' ]

HOGR-3PPP000225



Returns - the big red flag!

At inception, Wachovia anticipated returns
exceeding 35 percent (compared to
approximately 1/2 of 1 percent for all checks)

Actual returns exceeded 50 percent
Wachovia charged PPC substantial fee for returns

Wachovia offered PPC volume discounts on return
fees
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‘ Bardmorth, N.A.

% * .
AFFIDAVIT OF UNAUTHORIZED CONSUMER DRAFT
{Typa or Print Neatly) '
Bank: Banknorts Massachusells . Usse this form Tor draies with g 1
Banking Center; Sommona/3% following tran codes.anly:
TREG g Lmzz POD Check
Telephons #: (508) 758 - 6745 187 Chack ]

ACTRIN NUMbar

ADS, &, P.Q. Hox

T Steapt
MA 01504 :

Woresster
ity Glate ag Daytime Tedophony Homg Telepants

HOMZED

Check appropriate Section ] OR Section II:

»

[} 1 authorized the company named above to debit My account, but | revoked ** the aishorization on
in the manner specified in said muthorization.

DRb of Revosatien
** Customer must provida Bank with 2 copy of the written revocation

1 further declare thal the abovs transaction was not initiated by me or by any persor acting on my behalf, In signing this
form, { understand that the Bank will reverse any credit{s) to my account if it receives proof from the payee of the draft that

L, in fact, authorized this draft.
BSOS

FOR USE ON PERSONAL AGCOUNTS ONLY

nstructions:

1. Fax to Adjustment Department OR Send & copy of the refwned lem (f eveilable) and
207-755-6315 the signed sifidavit through interoffice maif to:
Adlustroont Department 1E0Q~37

2. Place a stop paymsnt for the amount of the draft on the customer's account to prevent any future drafts from processing to the
acoourtt, Have customer sign Stop Payment Crder and remit form as ugual,

3. Adviss customer that provisional credit will NOT be granted on this transacfion. Customer account wilt only be credited upon
Bank racelving credit back from draft originator.

Tl of Unpwthorived Conzmtor st Rev Q2004
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DOUBLE YIKES!!

To

H 08723/2005 06:35 PM cC |
Subject Guardian Markating # 2000027007068

Tom,

8ob, Tim & { need to huddie with you on this account relationship. It is a Business Banking account, it has
been actively making deposits since 6/23/05 and there is a current balance nf $743,000+ in the account.
The accoun! came to us from B of A (S0 we are advised by » in Bus. Bnkg.) and she is

e A ® o kb o m e d L e ol P A e b e bl e e e Y AAMA b bsmabea bl ln el Aamd 2 PA Rlaimn

'ALL thelr depasits are THIRD PARTY DRAFTSIlI DOUBLE

YIKES!I!

YIKES!I! Moreover, the drafts that are being deposited and are charging back, are not $99.99; these
items are all over the place {n terms of their amount. Moreover, there is another account, Suntasia,
#2000027027721. Same address, same principals. § from tha Guardian acct Is ransferred to Suntasia

and then the $ Is wired out to Bank of America (funny, | thought | sald they were leaving B of A at the
haninninn af thic nata didn't 177} _And. theca ig. moars hut nathino mara that | waot to.putiintg a nnte.  Bob __

- T ~ And, there is more, but nothing more that | want to putinto a note. Bob |
and 1 really need to talk 0 you on tomorrow,

Thanks,
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Wachovia Ignored Explicit Fraud
Warnings From Other Banks

“The purpose of this message is to put your bank
on notice of this situation and to ask for your
assistance in trying to shut down this scam...
instigate an investigation into whether [PPC is]
conducting legitimate business and whether [Bank
is] getting a high volume of return items on
those accounts (that should place your bank on
notice of potential fraud).”

E-Mail from Citizens Bank
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Money Motivates

“[P]lease mark your calendar - we will take them
somewhere nice for lunch. We are making a ton of
money from them.”

Bank Relationship Manager to Senior Business
Development Officer

“IT]his is our most profitable account. $1mm per year i
profit. They have asked for Eagle tickets. What can
we do?? They deserve them with all we make from
them.”

Bank Relationship Manager to Senior Business
Development Officer
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Internal Bank Communication

In a recent case:

“A request has been placed to [TPPP] to block the
attached R/T, hopefully this will help minimize our daily
[returns]. Please continue monitoring any suspicious
issues when time allows, do not spend extra time
trying to resolve fraudulent cases, remember that we
have to focus on processing first.” (emphasis in original)

This bank charged TPPP $11 per returned item. Daily
fee income for the bank often exceeded more than

$20,000.
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Anti-Fraud Injunction
18 U.S.C. § 1345

Civil injunction to stop fraud during pendency of
criminal investigation

Predicates are wire fraud, mail fraud, healthcare fraud,
banking violations

Asset restraints
Receilver

Civil discovery - presumptions regarding Fifth
Amendment

Favorable legal standards (harm presumed,
probable cause)
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FIRREA
12 U.S.C.§ 1833a

Civil action
(standards/discovery/presumptions)

Fraud affecting a federally-insured FI
Predicates — wire fraud, mail fraud, other

Relief — penalty equal to amount of
defendant’s profit or victim'’s loss (no
provision for restitution)

FIRREA subpoenas (documents and
testimony)
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[llegal Money Transmitting Business

18 US.C. § 1960

Criminal statute
Owners, managers, operators

Money transmitting affecting interstate
commerce

Without state license where required
Failing to register with Treasury as a “Money Transmitter”

Where funds are known to be derived from a criminal
offense

Maximum sentence - 5 years + fines
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Regulatory Loophole

Treasury Department regulation amended in 2011
arguably excludes third-party payment processors
from the definition of “money transmitter” and thus
is not a Money Services Business (“MSB").

A payment processor that originates tens of
millions of dollars of debit transactions against
consumers’ bank accounts on behalf of Internet
and telemarketing merchants may not be an MSB
and may not be required to register with FinCEN
or comply with the BSA.
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[dentification of Suspect Banks
and TPPPs

FTC investigations
Victims/Sentinel
Bank regulators

Clearing houses (exception
reports)

Ongoing investigations
(cooperators, banks)
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Since March...

Issued more than 50 subpoenas to banks and TPPPs.
Several active criminal and civil investigations.
Banks are self-disclosing problematic TPPP relationships.

Banks are terminating TPPP relationships and
scrutinizing scammer relationships.

Internet Payday lending - collateral benefits.

Investigative support from USPIS, FBI, SIGTARP, USSS,
FDIC-OIG
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In any consumer fraud case ...

 Lookto payment system for evidence and potential defendants.

 Ifthereis abank involved, contact its regulators and ask them
to examine possible unsound practices.

*  Where possible, share information with other agencies (federal,
state, local).

 (Consider contacting the bank and its regulator at the outset of
the investigation. Some banks will immediately terminate
fraudsters once on notice. Others wont, but at least they'll be
on notice.

 Some bankers are not too smart - you may have to push their
noses into the muck before they smell it.
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Operation Choke Point
contacts at the CPB

Rich Goldberg

Joel Sweet
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Information/Evidence Sharing

1. Most Common Criminal Charges
2. Common Investigative Techniques

3. How we use FTC information

-

HOGR-3PPP000240



Mail and Wire Fraud

 Mail Fraud (18 U.S.C. § 1341)
* Scheme to defraud
* Material misrepresentations or omissions
 Mail (or FedEx/UPS) used
« 20years/$250,000 fine

* Defendant mails bogus promotional materials to
victims

 Wire Fraud (18 U.S.C. § 1343)
* Identical to Mail Fraud, only uses wire transmissions

e Telemarketer lies to victims about the risk over the
telephone
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Conspiracy

« 18 U.S.C.§ 1349 (Conspiracy to commit Mail/Wire Fraud)
* Two or more people agree to commit mail or wire fraud
20 year maximum penalty

« 18U.S.C.§ 371 (Conspiracy)
 Conspiracy to commit offense or defraud the government
* Includes conspiracy to obstruct lawful functions
* Thwarting regulatory efforts
5 year maximum penalty
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Other Common Crimes

Criminal Contempt (18 U.S.C. §401(3))
Violations of Judicial Orders

Violations of telemarketing bans

Obstruction (18 U.S.C.§ 1512(¢c)(2))

False Statements (18 U.S.C. § 1001)
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Investigative Techniques

 Grand Jury
* Secret proceedings

 Able to compel witnesses
* Under oath, subject to perjury penalties

* Hostile witnesses

* Obtain records from banks, phone companies,
internet service providers

e (btain indictments
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Investigative Techniques
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Investigative Techniques

e Search Warrants

e Probable cause that contraband or evidence will be found in
the specific location

* Physical evidence
* Photographs, documents
 Where does the target work? Where does he sleep?

* Electronic evidence
 Computers
* C(Cell phones
* Email from providers
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* Specific phone

* Specific email address

* Target specific (all phones used by target)
 Room bugs

Investigative Techniques

GPS Trackers
Undercover microphones and cameras
Pole cameras

Wiretaps
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FTC-CPB Criminal Matters

* Is this a potential criminal case?
* Do you have specific victims who suffered a loss?

 Isthere any evidence that the target intentionally violated
the law?

* Specific false promises?
* Did target hide his identity?
* Did target provide any service to victims?

* Did the target lie to the government?
* Hide evidence?
* Shred documents?
* Delete computer files?
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FTC-CPB Criminal Matters

Consumer Sentinel
[dentify specific victims
Obtain their communication with targets
Obtain their bank records

FTC Undercover Investigation
Recorded investigator calls
Promotional material

Identify specific employees

This is probable cause for a search warrant
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UNITED STATES DEPARTMENT OF JUSTICE - CIVIL DIVISION
CORRESPONDENCE TRACKING SYSTEM

ID: 67580 Execulive Sec # Cover Sheet Date: 07/18/2013
Document Type: Litigation Docurent Date: 07/16/2013

Fie Code: Deputy for Consumer Protection Branch Date Received: 07/18/2013
Responding Unil. Consumer Protection Branch Response Due: 07/26/2013

Reviewer: Richard Goldberg As soon as practical|

Drafter: Joel Sweet_ Dale Closed:

To: Stuart F. Delery, A/AAG, Civil Division; thru: Maame Ewusi- SG Due;
Mensah Frimpong, DAAG

From: Michael S, Blume, Director, Consumer Protection Branch

Subject: Payment Processar Investigation - Request for Issuance of Subpoenas to Banks:

Comments: Maame Ewusi-Mensah Frimpong: Review and comment
Stuart F. Delery: Sign subpoenasjjjjjij
Time Frame: "We request your approval by July 26, 2613, There are no external deadlines,”

Actions: Assigned To Initials Date Assigned 4 Finished
Miaame Ewusi-Mensah Frimpong JUL 18 2013 ':{//3 L/l. %’
Stuart F. Delery %ﬁv’ AU@‘_:@ 20’13 ' Lx/l‘:].‘-.:
Michael Blume MG 8 2013

o Whunk = T ceconcmand ot you

A5 dastunna cd we e
o, Ay ane un Botlemance
ef 2070 —
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U.S. Department of Justice

Civil Drvision

f Washington, DC 20530

July 16, 2013

TO: Stuart F. Delery
Acting Assistant Attorney General ”
Civil Division

THROUGH: Maame Ewusi-Mensah Frimpong
Deputy Assistant Attorney General
Civil Division

FROM: Michael 8. Blume .
Director
Consumer Protection Branch

SUBJECT:  Pavment Processor Investigation ~ Request for Issuance of Subnoenas to
Banks

Time Frame

r

We request your approval by July 26, 2013. There are no external deadlines.

Recommendation

We seek authorization to issue | I vnder the Financial Institutions
Reform, Recovery and Enforcement Act of 1989, 12 U.S.C. § 1833a(g}{(1)(C)
(“FIRREA”). The subpoenas would be directed to the entities described below.

Case Summary

These subpoenas are requested in furtherance of Operation Choke Point, a multi-
agency task force combating mass-market consumer fraud through a focus on payment
systems, Our objective is to identify gateways used by scammers to gain access to the
national payment systems. To that end, in February 2013, we served subpoenas upon
[l banks and third-party payment processors. Based upon information obtained in
response to those subpoenas and from other sources, we determined that our process for

identifying banks and processors engaged in illicit conduct is accurate. We have opened
investigations into several of these entities.
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In May 2013, we served .additional subpoenas on financial institutions that we
identified as processing payments-on behalf of fraudsters, or that had been identified by
suspected fraudulent payment processors as prospects for originating transactions. These
subpoenas were narrow in scope and requested documents sufficient for us to identify
potentially fraudulent merchant and processors. The documents we have received in
response to these subpoenas further confirm that our process for identifying suspect
financial institutions is highly accurate. Based on the responses we have received,
including self-disclosures by some banks, we have opened several more investigations.
We are continuing to evaluate the documents that we receive in response to the
subpoenas to determine whether banks knowingly permitted their infrastructure to be

used by fraudsters (or remained willfully blind to that conduct), and possibly processors
and: frandulent merchants,

Discussion
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B. Banks Identified in Qur Continuing Investigations,

C. Additional Banks Identified by the Federal Trade Commission.

The FTC continues to provide us with names of banks identified during its
investigations of fraudsters and payment processors. In response to Civil Investigative
Demands, the FTC received documents that identify the following banks as currently or
historically provided banking services to fraudsters, or as having been targeted by
fraudsters to be approached for provide ACH and/or check payment services:
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D. Banks Previously Misidentified.
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As we did in May 2013 with prior subpoenas, we intend to serve the subpoenas
upon the respective bank’s CEO with a transmittal letter stating that the subpoena has
been issued in connection with an investigation of consumer fraud. To assist the bank
and its counsel to understand the nature of our investigation, we will include a copy of a

recent FInCEN Advisory and bank regulator guidance concerning risks associated with
third-party payment processors.

Conclusion

We request that you sign the attached FIRREA subpoenas.

(Goldberg/Sweet/-
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From: Frimpong, Maame Ewusi-Mensah (CIV)

Sent: Monday, July 22, 2013 4:10 PM

To: Blume, Michael S. (Jjjjf @CIV-USDOJ.GOV)
Subject: FW: 3PPP Detail

FYI

From: Frimpong, Maame Ewusi-Mensah (CIV)
Sent: Monday, July 22, 2013 4:10 PM

To: Delery, Stuart F. (CIV)

Cc: Olin, Jonathan F. (CIV)

Subject: 3PPP Detail

Hi Stuart —

As we discussed with you, Joel Sweet’s detail is set to end on August 24, and we believe it would be highly beneficial to
the Third-Party Payment Processor Initiative to extend the detail. Joel has spoken with his supervisors in the USAQ, and
they are open to extending the detail if they can get approval to extend some term attorneys they have in their office. |
have spoken to Ken about whether there is anything we can do to support this request, but apparently there is not (as
these attorneys are not working our cases). Ken also indicated that he believes we could continue to fund Joel’s detail
for another six months if you approved it; he is confirming with his Budget staff. (At your request, we explored with Joel
the possibility of moving permanently to the Consumer Protection Branch. Mike would be happy to have him.

His
preference would be to continue the detail for now.)

Given the upcoming vacations, we would like to resolve this by the end of July. Given the situation as described above,
my proposal is that you or Jon reach out to U.S. Attorney Memeger to make the request. Please let me know if you
would like me to draft an email or talking points for this purpose, or if you would like to discuss further.

Thank you for your continued support of the initiative; we greatly appreciate it.

Regards,
Maame

Maame Ewusi-Mensah Frimpong

Deputy Assistant Attorney General, Consumer Protection Branch
Civel Divesion

United States Department of Justuce

950 Pennsylvania Avenue, NW

Room No. 3129
Washington, DC 20530
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Any opinions reflected in this presentation
are those of the presenter and are not
necessarily those of the Department of
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